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aex = IDA View-A x] B PseudocodeB B B Pseudocode-A @ = Strings (<] @ Hex View-1 (x] 6 Local Types (x] B Imports (x] B Exports
Sec 16 _DWORD v8[71; // [esp+13Ch] [ebp-158h] BYREF
11 __int16 v9; // [esp+158h] [ebp-13Ch]
i 12 _DWORD v1e[7]; // [esp+164h] [ebp-136h] BYREF
PPOF 13 __int16 vil; // [esp+186h] [ebp-114h]
PPOF 14 _BYTE v12[260]; // [esp+18Ch] [ebp-108h] BYREF
PPOF 15  int savedregs; // [esp+294h] [ebp+@h] BYREF
PPOE 16
PPOE | ¢ 17  sub_7B1343(8word_7BDeA2);
;Sg; © 18 memset(v1e, @, sizeof(v10));
PPOF e 19 vil = @;
PPOE © 20 memset(v8, @, sizeof(v8));
PPOF 21 v9 =80;
PPOE | © 22 v6[0] = 66;
PROEN e 23 ve[1] = -15;
© 24 ve[2] = -18;
PROE|| @25 vel3] = -11b;
o || © 26 ve[4] = -9;
ppoF | © 27 v6[5] = -98;
PPOF | ® 28 v6[6] = -32;
PPOE | ® 29 v6[7] = 51;
PPOE | o 35 y6[8] = 126;
PPOE | g 31 ye[9] = -111;
;‘jgi © 32 vs[10] = 127;
ppoi | © 33 v6[11] = 69;
ppoF | © 34 v6[12] = -106;
PPOF | © 35 v6[13] = -61;
PPOE ® 36 v6[14] = 37;
PPOE | o 37 y6[15] = 32;
§§8§ © 38 v6[16] = -82;
o | ® 39 v6[17] = -17;
ppoF | © 40 v6[18] = -115;
PPOF | © 41 v6[19] = -123
PPOE | o 42 v6[20] = -94;
PPOE | 943 ys[21] = 88;
° 44 ve[22] = -47;
® 45 v6[23] = -100;
© 46 v6[24] = -52;
© 47 strepy(G_, "G");
© 48 v5[@] = dword_7B8B3C;
© 49 dword_7BC158(dword_7B8B4@);
© 50  sub_7B125D();
© 51 dword_7BC158(dword_7B8B5C);
© 52  sub_7B125D();
© 53 duord_78C158(dword_788874);
OOOOID;‘E‘S.\;I.: 7B1D50:25 (7B1DFE)
ype 1nT awora_/BZeZa[/9];
ype int dword_7B8B3C;
ype int dword_7B8B46[7];
ype int dword_7B8B5C[6];
ype int dword_7B8B74[8];
voe int dword 7B8B94[101:
T S =+
N ~ LY
4 E NN BRI #L, 25 LA B iR ERIred B @ B L R4
5 [E  IDA View-A (%] E Pseudocode-C B [E PseudocodeB [ [E Pseudocode-A [ = Strings [x] @ Hex View-1 [x] @ Local Types
eg 1int _ cdecl sub_7B18E@(int al, int a2, int a3, int a4)
0F 21
oF 3 int result; // eax
OF 4 char v5; // [esp+D@h] [ebp-38h]
O 5 int i; // [esp+E8h] [ebp-26h]
0F 6 int v7; // [esp+F4h] [ebp-14h]
"OF 7 int v8; // [esp+1@@h] [ebp-8h]
OF 8
Ig; s 9 sub_7B1343(&word_7BDOA2);
0F ®180 v8 = @;
SOF e 11 v7 = 8;
o) ®12 for ((1i=0; ; ++i )
0F 13 {
"0k ® 14 result = i;
:8: ® 15 if (i >=a2)
of ® 16 break;
o V| ® 17 V8 = (V8 + 1) % 256;
OF ® 18 v7 = (v7 + *(unsigned __int8 *)(v8 + a4)) % 256;
"OF e 19 V5 = *(_BYTE *)(v8 + a4);
0F | e 20 *(_BYTE *)(v8 + a4) = *(_BYTE *)(v7 + a4);
:Of e 21 *(_BYTE *)(v7 + ad) = v5;
»3: °22 *(CBYTE *)(i + a3) = *(_BYTE *)((*(unsigned _ int8 *)(v7 + a4) + *(unsigned __ints *)(v8 + a4)) % 256 + a4)
o 23 A *(_BYTE *)(i + al);
0F 24}
OF ® 25 return result;
0F | ® 26}
g
0F
OF
OF
OF
OF
*OF
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PPOFP:087B1B14 jmp short loc_7B1B33
PPOFP:@O7B1B16 ; ~---=- == === oo oo o e e e e e e e e e mmm—m—----

PPOFP:007B1B16

PPOFP:007B1B1l6 loc_7B1B16: | ; CODE XREF: sub_7B1A30+D31j
PPOFP:0@7B1B16 mov eax, [ebp+var_8]

PPOFP:887B1B19 movzx  ecx, ds:byte_7BB@@8[eax]

PPOFP:©07B1B20© mov edx, [ebp+arg_8]

PPOFP:887B1B23 add edx, [ebp+var_14]

PPOFP:007B1B26 movzx  eax, byte ptr [edx]

PPOFP:807B1B29 xor eax, ecx

PPOFP:0087B1B2B mov ecx, [ebp+arg_8]

PPOFP:087B1B2E add ecx, [ebp+var_14]

PPOFP:887B1B31 mov [ecx], al

PPOFP:087B1B33

PPOFP:887B1B33 loc_7B1B33: ; CODE XREF: sub_7B1A30+E41]
PPOFP:©07B1B33 jmp loc_7B1A83

ARArCD . AATRARNO .

BIEMRIT: ARERY RC4A KSA 2 swap(S[il, S[j]) » EXMERAEXRMZE, KZMT—%
¥21E: S[j]1 = S[j] ~ byte 7BBOOO[i]

XEHFSINTEZBESR (BIMEH byte_78Boo0 #H).

6, A FIA T AR ITEMNBE FillitaiE T ptachik i RIRIAEHE

import ida_bytes

# M 007BBOOO JFiRiEHL 256 ST

data = ida_bytes.get_bytes(0x007BBOOO, 256)
# ATEIF N EEH AT H

print("".join(f"{b:02X}" for b in data))

[F1snh 7R2670 PPOF__| ! DDAED - AA7R1ANA mov eax, [ebp+arg_38]
Execute script n add eax, [ebp+var_3]
mov ecx, [ebp+arg_8]
Snippet list Please enter script body add ecx, [ebp+var_14]
X X mov dl, [ecx]
Name 1import ida_bytes - e mov [eax], dl
) Default snippet 2# M ee7BBe@a it 256 N mov eax, [ebp+arg_8]
3/data = ida_bytes.get_bytes(©x087BBO08, 256) add eax, [ebp+var_14]
al# FTHT A H 778 mov cl, byte ptr [ebp+var_28]
5print("".join(f"{b:82X}" for b in data)) mov [eax], cl
call loc_7B1AF5
Li B1A30+63 (Synchronized with Hex View-1)
Line 1 of 1 Line:1 Column:1
L _LUSLL( LIl a1, UlSigieu Lt =)
[| Seripting language Python v  Iab size 4 ~ Run Export Tmport
[

7B1RET: POS1iTive Sp value nds Deen Touna

7BDRA2: using guessed type _ intl6 word_7BDPRA2;

7B1AEF: positive sp value has been found
637C777BF26B6FC53001672BFED7AB76CA82C97DFAS947FOADD4A2AF9CA472COB7FD9326363FF7CC34A5E5F171D8311584C723C31896059A871280E2EB27B2

7 XIFIS LR ERIA T

def custom_rcd_decrypt(key, ciphertext, T_hex):
# 1. MEm T R

T = bytes.fromhex(T_hex)
# 2. ¥tk S &
S = list(range(256))

0



# 3. FEL KSA
for i in range(256):
j = (3 + S[i] + key[i % len(key)]) % 256
sCil, sCjl = s[j1, slil
# ZoBEs: BIRRE T R
s3]l = sC3j1 ~ T[4l

# 4. F3ifE PRGA
i=j=20
out = []
for char in ciphertext:

i=(+1) %256

j = (G + S[i]) % 256

S[il, s[j]l = s[j1, sl[il

k = S[(S[i] + S[j1) % 256]

out.append(char * k)

return bytes(out)

# s

T_hex =
"637C777BF26B6FC53001672BFED7AB76CA82C97DFA5947FOADDUA2AF9CALT72COB7FD9326363FF
7CC3U4A5ES5F171D8311504C723C31896059A071280E2EB27B27509832C1A1B6ESAA0523BD6B329E
32F8U453D10OED20FCB15B6ACBBE39U4ALCS58CFDOEFAAFBLU3U4D3385U5F9027F503C9FA851A3408F9
29D38F5BCB6DA2110FFF3D2CDOC13ECS5F974417CUA77E3D6U5D19736081U4FDC222A9088U6EEBS1
LUDESEOBDBEQ323A0AL9062U45CC2D3AC629195ELU79ET7C8376D8DD5SUEA96C56FUEA657AAEO8BAT82
52E1CA6BUCAESDD7U1FUBBD8BSA703EBS566U4803F60E613557B986C11D9EE1F8981169D98E9L9B1
ES87E9CE5528DF8CA1890DBFE6426841992DOFBO5SUBB16"

cipher_ints = [66, -15, -18, -119, -9, -98, -32, 51, 126, -111, 127, 69, -106,
-61, 37, 32, -82, -17, -115, -123, -94, 88, -U47, -100, -52]

ciphertext = bytes([(x + 256) % 256 for x in cipher_ints]) + b'G'

key = b"ZPZ"

# 1Bi7
print(f"Flag: {custom_rcid_decrypt(key, ciphertext, T_hex).decode()}")
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.text:00483F6D dec ebp

.text:00403F6E rcl byte ptr [ecx-18h], 2Bh

LEexti@@483F6E 5 -
.text:00403F72 dw OFFFFh

.text:00403F74 dd 8C483FFh, 68B8458%h, 3E8h

.text:00403F806 db eFFh, 15h

.text:00403F82 dd offset Sleep

.text:004683F86 dw 45C7h

.text:004@3F88 dd 6@B75CC8h, ©CC45C7ADh, ©F3AF1F8@h, @D6DR45C7h, ©C76C465%h
.text:804@3F9C dd 3A28D445h, 45C7B72Ah, ©B3A9C7D8h, ©DC45C79Bh, 6EB53A18h
.text:00403FB6 dd 27E@45C7h, ©C786BOF9h, 4149E445h, 45C7AC67h, 17E29AES8h
.text:00403FC4 dd BEC45C7F9h, 1FAF3A12h, 11Fe45C7h, @C7FE1F67h, 1CA3F445h
.text:004683FD8 dd 45C779FEh, 2DF8h

.text:004683FEQ db @, 68h

.text:004@3FE2 dd offset aWelcomeToPofpc ; "welcome to POFPCTF\n"
.text:004@3FE6 dw 35E8h

.text:00403FE8 dd 83FFFFDeh, 558D@4C4h, 458D52C4h, BASE858CBh, 83FFFFFEh
.text:0040@3FFC dd 458908C4h, 3E868B8h, 15FFeeeeh

.text:00404008 dd offset Sleep

.text:@e4e400C dd 6DE8C933h, 5@FFFFDeh

.text: 00404014 db @FFh, 15h

.text:oe4e4016 dd offset srand

.text:ee4e401A dw ©C483h

.text:ee4e4e1C db 4, @FFh, 15h

.text:0040401F dd offset rand

.text: 00404023 db 8%h

.text: 00404024 db 45h, @ACh, 68h

.text:00404027 dd offset aInputYourLucky ; "input your lucky number:in”
.text:ee40402B db GE8h

.text:ee4e4e2C dd OFFFFCFFeh, 3304C483h, 11@374Ceh, 4D8D3322h
.text:8e468403C db eBCh, 51h, &8h

.text:0040403F dd offset aD 5 "%d"

.text: 00404043 db @Esh

.text:oe4e4044 dd OFFFFDeesh, 83068C483h, 3E7401F8h

. text:08484058 ; ------------mme e e mmmmemem——e—— - e e-
.text:00404050 push offset aInvalidInput ; "invalid input\n"

00003353 00403F53: .text:00403F53 (Synchronlzed with Hex View-1)




.text:00483F67 xor ecx, [ebp-72AF3BBBh]

.text:00403F6D dec ebp

.text:00403F6E rcl byte ptr [ecx-18h], 2Bh
text:090483F6E ; -----------c-cccccmecccccccccec e s e e cecmcmcmecmcmsmemecscsc s s e e e
.text:90403F72 dw @FFFFh

LEeXTI@04B3F 74  c - m s e e m e — e ——— - -
.text:00483F74 inc dword ptr [ebx+458908C4h]
.text:08483F7A mov eax, 3EB68h

.text:00403F7F add bh, bh

.text:00483F81 adc eax, offset Sleep
.text:00403F86 mov dword ptr [ebp-38h], ©ADE@B75Ch
.text:00403F8D mov dword ptr [ebp-34h], @F3AF1F86h
.text:00483F94 mov dword ptr [ebp-38h], 6C4659D6h
.text:00483F9B mov dword ptr [ebp-2Ch], B8B72A3A28h
.text:00403FA2 mov dword ptr [ebp-28h], 9BB3A9C7h
.text:00403FA9 mov dword ptr [ebp-24h], B6EB53A18h
.text:@e403FBe mov dword ptr [ebp-26h], 86BeF927h
.text:00403FB7 mov dword ptr [ebp-1Ch], ©ACE7414%9h
.text:00483FBE mov dword ptr [ebp-18h], B8F917E29Ah
.text:00483FC5 mov dword ptr [ebp-14h], 1FAF3A12h
.text:08403FCC mov dword ptr [ebp-18h], BFE1F6711h
.text:00403FD3 mov dword ptr [ebp-8Ch], 79FE1CA3h
.text:@0403FDA mov dword ptr [ebp-8], 2Dh ; '-'
.text:@0403FE1l push offset alWelcomeToPofpc ; "welcome to POFPCTF\n"
.text:00403FE6 call sub_401e20

.text:00483FEB add esp, 4

.text:00483FEE lea edx, [ebp-3Ch]

.text:00403FF1 push edx

.text:@0403FF2 lea eax, [ebp-46h]

.text:@0403FF5 push eax

.text:00403FF6 call sub_4083EA@

.text:00483FFB add esp, 8

.text:08483FFE mov [ebp-48h], eax

.text: 00404001 push 3E8h

.text:ee4e4ee6 call ds:Sleep

.text:ee4e40eC xor ecx, ecx

.text:0040400E call sub_401e8@

.text:00404013 push eax

.text:00484014 call ds:srand

.text:0040401A add esp, 4

.text:0048401D call ds:rand

P L -a1

00003406 00404006: .text:00404006 (Synchronized with Hex View-1)

pyTnon@googLlegroups . com>

time
runtime
Y N
2 AEFHEE<S
.text:00403F50@ push ebx
.text:00403F51 push esi
.text:00483F52 push edi
.text:00483F53 mov dword ptr [ebp-3Ch], ©
.text:004083F5A mov dword ptr [ebp-48h], ©
.text:004@3F61 xor eax, eax
.text:80483F63 nop
.text:00403F64 nop
.text:00403F65 nop
.text:80403F66 nop
.text:00483F67 xor ecx, [ebp-72AF3BBBh]
.text:00403F6D dec ebp
.text:00403F6E rcl byte ptr [ecx-18h], 2Bh
LTeXti@B4B3FBE ; ----m s e e e oo oo
.text:80483F72 dw @FFFFh

Ltexti@0483F 74  ------ oo
.text:00483F74 inc dword ptr [ebx+458908C4h]



.text:
-text:
Stext:
.text:
.text:
.text:
-text:
-text:
.text:
.text:
-text:
Stext:
.text:
.text:
.text:
.text:
Stext:
.text:
.text:

064084026
06404628
6404030
08404033
00404035
00404036
ee4e4037
ee4e4038
08404039
0648403A
©640403B
0640403C
©0e40403D
©040403E
©040403F
eedede41
eeded4e42
eedede44

muv LSup oy,

push offset aInputYourLucky ;

call sub_401626
add esp, 4
xor eax, eax

jo short near
inc eax

add al, ch

or al, dl

can

ptr loc_404091+1

"input your lucky number:\n"

T
.Text:vv4e415E

.text:oe404163
.text:ee4e4166
.text:ee4e4l1e66
.text:ee404166
.text:ee404167
.text:e04041638
.text:ee404169
.text:0040416A
.text:ee4e416B
.text:ee4e416C
.text:ee40416D
.text:ee40416E
.text:e040416F
.text:ee404170
.text:ee4e4173

.text:00404174

3.8 T =4, — M HEMRBIER, AL RS
TR EELRaIRIET

loc_4e4166:

call Sub_4v182¢
add esp, 4

nop
nop

nop

nop

nop

nop

nop

nop

nop

nop

adc dh, [edi+eax*8]
inc ebp

les eax, [ecx]

008, 2 5 =mains2uBX

>

CODE XREF: .text:004041571j

HEXBRp, ARKERT/ABRRIE,



Python D

z =v[p - 1]
y = v[pl = (v[p] - mx(sum, y, z, p, e, k)) & ©xFFFFFFFF
z = vln - 1]
sum = (sum - Ox9E3779B9) & OxFFFFFFFF
return v

# FWHE kAR LAMEHEE)

ciphertext = [
OxAD6BB75C, OxF3AF1F86, 0x6C4659D6, 6xB72A3A20,
Ox9BB3A9C7, Ox6EB53A18, Ox86BOF?27, BxAC674149,
OxF917E29A, Ox1FAF3A12, OxFE1F6711, 6x79FE1CA3

# FH CREFEFHS "#igugdoii#A?3_gBA")
key_bytes = b'\XAE\x69\x67\x55\x67\x34\x6F\xEC\x69\x23\xC1\x3F\x33\x5F\x67\x42"
key = list(struct.unpack('<4I', key_bytes))

# WEE

decrypted = xxtea_decrypt(ciphertext, key)

flag = b''.join([struct.pack('<I', x) for x in decrypted])
print("Flag:", flag.decode('utf-8', errors='ignore').strip('\x00'))

fREZEHA: EFBEARET rond() FENEIEE, ELMFL Flag FEIERESEFMEERL
. REBHRNAMETMEEEZ (XXTEA) HEHR EUEBRTFHFIH), malGdEiEsns,
EiEMEW Flag. ZeiBFIMNTEES (Junk Code) EEBZN TEFIMAIIXE XXTEA B2
8o

Flag: POFPCTF1 eEeElL1lcCoOmMeE_to_POFP_TEAM_CTF}

CER, Bl o
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Library function [l Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function

@ Functions 08 x| @ DA View-A [x] ] Hex View-1 ] © Local Types [x] B Imports a

Function name Seg
Jj_terminate - tey
sub_411004 Ltes
sub_41100F _tes
j__register_onexit_function - te:
sub_41101E .tes
start ter
sub_41102D Ltes
sub_411037 Ltes
sub_41103C _tes
sub_41104B Ltes
sub_411055 Lter
j__crt_at_quick_exit - te
Jj_p__arge - te:
j__initterm e . te:
sub_41107D _tes
j__initialize_narrow_environment - te:
sub_411087 Ltes
j__initialize onexit_table - te:
sub_411091 Ltes
J___stdio_common_vsprintf_s . te
sub_411040 _ter
J__execute_onexit_table - te: ; Attributes: thunk]
sub_41104F Ltes
j__wsplitpath_s - te: :
j__current_exception _tes public start
sub_4110C8 _tes start proc near
sub_4110D7 Lter jmp start_o
sub_4110DC . tey start endp
j_CrtDbgReportW Ltes
sub_4110E6 _tes
J__set_app_type - te:
UserMathErrorFunction Ltes
j__register_thread_local_exe_atexit_=- . te
J__crt_atexit - te:
sub_411118 Ltes
j__seh_filter_exe - te

1 <h 411190 tos
Line 6 of 277, /start
® Graph overview [= -

| %
il

IDA View—A

Strings

. text: 00
L text:Q0---

1

"

.rdata:
‘= . rdata:0--
‘= .rdata:0--
‘= rdata:0--
‘= rdata:Q-
‘= . rdata:0--

. P

i6 db

i8 - xrefs to Format
>

Length

00000006
00000007
00000015
00000011
00000008
0000001C
00000011
0000000F

TP P T

e

Type String

Yy y aflglo o

input

result

welcome to POFP CTF\n

input your flag:

success

Stack around the variable
was corrupted.

The variable ’

bl v 1 v 1 L | « 1

Direct Typ Address

Text

sub_4155F0+4F

offset Format; “welcome to POFP CTF\n”

WA ﬁ UIJ Q

D |Line 1 of 1

—w ]

Cancel

Search Help

'e db
L db

e
e
2 db o
2 I —FERENTZRE KM Exxtea, BEK—TFEX AR AWM M EHEA L Kflag,



=) IDA View-A [x] =] Pseudocode—A %] = Strings [x] @ Hex View-1 [x] © Local Types [x] 2] Tmport
11  int n7; // [esp+F4h] [ebp-BCh]
12 char Buffer[72]; // [esp+1@6h] [ebp-Beh] BYREF
13 _BYTE Bufl[4@]; // [esp+148h] [ebp-68h] BYREF
14 _DWORD v12[6]; // [esp+176h] [ebp-48h] BYREF
15 _DWORD vi3[9]l // [esp+188h] [ebp-28h] BYREF
16 int savedregs; // [esp+1Boh] [ebp+@h] BYREF
17
» 18  sub_41132F(&unk_41C@OF);
» 19 vi2[e] = 69;
» 20 vi2[1] = 86;
® 21 viz2[2] = 327;
® 22 v12[3] = 69;
® 23 sub_4116D7("welcome to POFP CTF\n", v4);
® 24 sub_4118D7("input your flag:", v5);
® 25 _acrt_iob_func(@);
® 26 Stream = (FILE *)sub_411253();
® 27 fgets(Buffer, 64, Stream);
» 28 if ( sub_411253() )
29
e 30 if ( j_strlen(Buffer) == 32 )
31
® 32 j_memset(v1i3, @, @x2eu);
® 33 for ((n7 = ©; n7 <= 7; +4n7 )
® 34 v13[n7] = Buffer[4 * n7] | (Buffer[4 * n7 + 1] << 8) | (Buffer[4 * n7 + 2] << 16) | (Buffer[4 * n7 + 3] << 24);
e 35 for (n7_1 =8; n7_1<=7; n7_1+=2)
® 36 sub_4113CA(&v13[n7_1], vi2);
® 37 for ((n7_2 =@; n7_2 <= 7; ++n7_2 )
38
® 39 for ( n3 = @; n3 <= 3; ++n3 )
® 40 Bufi[4 * n7_2 + n3] = v13[n7_2] >> (8 * n3);
a1 }
® 42 if ( !j_mememp(Bufl, &Buf2_, @x2eu) )
® 43 puts("success");
44 else
® 45 puts("fake");
® 46 sub_411253();
® 47 LODWORD(v1) = ©;
43 }
49 else
58 {
e 51 puts("fake");
® 52 sub_411253();
® 53 LODWORD(v1) = ©;
54 }
ARRAAGEN cih A1ESEA-T8 14158FAY
B IDA View-A (x| B Pseudocode—A 8 = Strings x| @ Hex View-1 x| [@l Local Types E
1lint _ cdecl sub_414D38(unsigned int *al, int a2)
2 {
3  int n4; // eax
4 unsigned int nex23; // [esp+Deh] [ebp-2Ch]
5 unsigned int v4; // [esp+DCh] [ebp-2@h]
6 unsigned int v5; // [esp+E8h] [ebp-14h]
7 unsigned int v6; // [esp+F4h] [ebp-38h]
8
® 9  sub_41132F(&unk_41CeeF);
e 18 v4 = *al;
® 11 v5 = al[1l];
® 12 ve = 8;
® 13  for ( néx23 = B; nOx23 <= Ox23; ++nox23 )
14 {
® 15 va += (V6 + *(_DWORD *)(a2 + 4 * (v6 & 3))) ~ (v5 + ((16 * v5) ~ (V5 >> 5)));
® 16 v6 += 164@531783;
e 17 v5 4= (v6 + *(_DWORD *)(a2 + 4 * ((v6 >> 11) & 3))) ™~ (v4 + ((16 * v4) ~ (v4 >> 5)));
18 }
® 19 *3l = v4;
® 28 n4 =4;
® 21 al[1] = v5;
® 22  return n4;
® 23}



.data:0041ABE4 align 8

.data:0041A0EE dword_41AGES dd 1 > DATA XREF: sub
.data:@041A6EC Buf2_ db ©eBh 5 DATA XREF: sub
.data:@841AEC 5 sub_41179@+4ET
.data:0041ABED db @F3h
.data:0041ABEE db B8A5h
.data:0041ABEF db @DAh
.data:0041ABF0 db @ECh
.data:00841A8F1 db 93h
.data:0041A8F2 db @DEh
.data:0041A8BF3 db @F4h
.data:0041ABF4 db 5Dh ; ]
.data:0041A8F5 db 1cCh
.data:@e41AeF6 db 1Bh
.data:0041ABF7 db BEAh
.data:0041ABF8 db 14h
.data:@041A0F9 db 44h ; D
.data:0041ABFA db 99h
.data:0041ABFB db ©ADh
.data:0041ABFC db BACh
.data:0041ABFD db 5Fh ; _
.data:0841ABFE db 4Bh ; K
.data:0041ABFF db 12h
.data:ee41A100 db 26h
.data:@e41A1e1 db BE%h
.data:0041A162 db 3Eh ; >
.data:@e41A163 db BA1lh
.data:0041A104 db 74h ; t
.data:00841A165 db 6
.data:0041A106 db ©BDh
.data:0041A107 db 6
.data:0041A168 db 99h
.data:0041A109 db 1Bh
.data:0041A10A db @EDh
.data:0e41A168B db @DAh
.data:00841A16C db (2
.data:ee41A1eD db e
.data:@e41A16E db Z
.data:0041A16F db 2
Aata-QQAATAT1O &

Al
3. J8MMisctfBrecal BB T EERER L, B XXX 5| B T B E— T —MERE XK, 7
HEETHREENEXEFER L XBNEZEXRH—T



IDA View-A 8 Pseudocode—4
1 int sub_411790()
2 q
3 int result; // eax
4 int n32; // [esp+Déh] [ebp-8h]
5
® 6 result = sub_41132F(&unk_41CeeF);
e 7 for ( n32 = @; n32 < 32; ++n32 )
8 A
e 9 Buf2_[n32] ~= @x32u;
® 10 result = n32 + 1;
11}
® 12 return result;
e 13}
FHRZHIA

import struct

def decrypt_xtea(vO, vl, key):

# B

delta = 1640531783
rounds = 36

mask = OxFFFFFFFF

# WIaG6 Sum  Chngs 25 R HIME)

sum_val = (delta * rounds) & mask

for _ in range(rounds):

# WREHE vl

terml = (sum_val + Key[(sum_val >> 11) & 3]) & mask

term2 = (vO + ((vO << 4) * (vO >> 5))) & mask
vl = (vl - (terml ™ term2)) & mask

# L sum
sum_val = (sum_val - delta) & mask

# WinizH ve

terml = (sum_val + Key[sum_val & 3]) & mask
term2 = (vl + ((vl << 4) ~ (vl >> 5))) & mask
v = (v@ - (terml " term2)) & mask

return vo, vl

Strings




if _

"OBF

9,5

1,

_name__ == '__main__":
# 1. g% (IDA .data)
raw_hex =

3A5DAEC93DEF4U45D1C1BEA1ILLLY99ADACSFUB1220E93EA17406BDO6991BEDDA"
raw_bytes = bytes.fromhex(raw_hex)

# 2. KB BRAEFSITNAHLE (XOR 0x32)
real_cipher = bytes([b " 0x32 for b in raw_bytes])

# 3. ZH (FE 327 K&
key = [69, 86, 327, 69]

# 0. AR
v_list = list(struct.unpack('<8I', real_cipher))
flag_parts = []

for i in range(0, 8, 2):
do, dl = decrypt_xtea(v_list[i], v_list[i+1], key)
flag_parts.append(do)
flag_parts.append(dl)

# 5. it Flag
flag = struct.pack('<8I', *flag_parts).decode()
print(f"Flag: {flagi")

onf

i&



