B Ewp-3

—,1z-RC4

| S

| £3xt:
E3xt:
Lt3xt:
JE3xt:
LE3xt:
E3xt:
v.t3xt:
Lt3xt:
E3xt:
Lt3xt:
E3xt:
Lt3xt:
E3xt:
LE3xt:
V. t3xt:
LE3xt:
Lt3xt:
E3xt:
Lt3xt:
JE3xt:
Lt3xt:
E3xt:
v.t3xt:
Lt3xt:
LE3xt:
Lt3xt:
E3xt:
Lt3xt:
JE3xt:
LE3xt:
E3xt:
v.t3xt:
Lt3xt:
E3xt:
Lt3xt:
E3xt:
Lt3xt:
E3xt:
LE3xt:
E3xt:
LE3xt:
Lt3xt:
E3xt:
v.t3xt:

IDA View-A

eooeeeel4ee1130C
oeeeeee140011311
60Peeee140811311
oeeeeeel40011311
oooeeee140611311
oeeeeee140011311
oeoeeee140011311
ooeeeeel14ee11311
oeeeeeel140011311
00000001400811316
oooeeeel140011316
©ooeeeel14ee11316
ooeeeeel140011316
oooeeee140611316
ooeeeeel4eelllle
opoeeeel1400811316
oooeeeel4ee11316
ooeeeee140011318
0000800140811318
ooeeeee14001131B
0000ee0140011318
00eeeee14001131B
0ooeeee140611318
ooeeeeel14ee1131B
0poeeee140611318
oooeeeel1400811320
oooeeeel140011320
oooeeeel4eell32e
ooeeeeel40011320
ooeeeeelqeells2e
ooeeeeel140011320
oooeeeel140611320
ooeeeeel14ee11325
00eeeee14001132A
000000014001132F
oooeeee140011334
oopeeeel14ee11334
ooeeeeel140011334
0000140611339
0oeeeee140011339
opoeeee140811339
oooeeee14ee11339
ooeeeee140011339
0000000140811339
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&t

Hex View-1

Local Types

= SUBROQUTINE ==

sub_14€e11311 proc near ; CODE XREF: sub_140015CBe:loc_14€015CDCip
push OFFFFFFFF8181EF2Bh
; =============== S UB RO U T I N E =======================================
sub_148011316 proc near ; CODE XREF: sub_l4@014ABe+l1elp
push BFFFFFFFF8181EC26h

=SUBROUTIN ==

sub_14001131B

CODE

XREF:

proc near H
push

OFFFFFFFF8181D1B1h

sub_140611320 proc near ; CODE XREF: sub_l40016420+2Blp
; sub_148@16420+185lp
push BFFFFFFFF8181D15Ah
push BFFFFFFFF8181EC7%h
push OFFFFFFFF8181D938h
push BFFFFFFFF8181D75Dh
push BFFFFFFFF8181C646h

sub_148611339 proc near ; CODE XREF: sub_140014D5@+Elp

push BFFFFFFFF8181ECE7h

2024, 10:12:12) [MSC v.1938 64 bit (AMD64)]
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3146012BB6
J14e012BCe
3146012BD6
7140012BE@
3146012BF@
J14e012Ce0
314@012C1e
214e012C20
3148012C30
2146012C40
3148012C50
714e012C60
314e012C70
2146012C80
3148012C9%0
2146012CA0
214e012CBe
214ee12CCe
214ee12CDe
2146012CEe
214e012CFe
214ee12Dee
214ee12D1e
214e012D20
214ee12D3e
2146012D40
214ee12D5e
2140012D60
214ee12D70
2146012D80
214ee12D%
2146012DAG
214e012DBe
214@012DCe
214e012DDe
31468012DE@
2140012DF@
3146012E60
2140012E10
3146012E20

31 A00193C20

2,{&7 E'EEEE""

Recipe

From Hex
Delimiter
Auto

XOR

Key
81

(] preserving

To Hex

Delimiter
Space

R, 5‘E1§FH101HF E%‘J LR

Last build: 2 years ago - Version 10 is here! Read about the new features here

ama
o n
on
Scheme
HEX Standard
on
Bytes per line
0

3, IMER AT LLida¥] A B RIS R A RMI, 5o Frstring, B Elflag N\, s

Input

4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4Dcr
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D«
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D

4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 4D 81cr
s 23520 = 481

Output

3333333333333333

PN E AR IE AR T

Options *

Helpo

+ 0388 =

Tr Raw Bytes

80

cc cc cc cc cc e9 8e 70 @0 9@ e9 @b 70 00 00 e9 ac 21 00 00 e9 a7 3d 00 @0 e9 b6 70 00 00 e9 8d 57 @@ ee

e9 2a 71 00 80 e9 1f 71 90 00 e9 8e 29 0O 00 e9 cd 70 8@ 00 e9
e9 a5 36 00 80 e9 dO 47 90 00 e9 57 71 0O 00 e9 e6 4a 00 00 e9
e9 72 71 00 80 e9 1d 2f 90 00 e9 e8 58 0O 00 e9 8d 70 60 00 e9
e9 2f 71 80 00 e9 7a 71 @0 @8 e9 75 47 00 00 e9 da 6f 88 88 e9
e9 ec 4e 00 80 e9 b7 51 90 00 €9 12 52 0O 00 e9 63 6f 60 00 e9
@9 c9 3c @0 88 e9 34 5c @0 @8 eI 1f 83 60 60 €9 a2 70 60 60 e9
e9 16 4c 00 8@ e9 cl 2f @0 00 e9 fc 70 0O 00 e9 b7 56 60 00 e9
e9 5f 70 00 80 e9 8e 56 90 00 €9 d9 S5c 0O 00 e9 84 52 80 00 e9
e9 20 20 00 8@ e9 77 6f 00 00 e9 fc 6f 0O 00 e9 61 58 60 00 e9
e9 ed 4d 00 @@ e9 58 6e 90 00 €9 23 47 0O 00 e9 ee 4c 00 00 e9
e9 5a 70 00 @0 e9 75 28 90 00 e9 00 58 00 00 e9 93 6f 60 00 e9

mc 23039 = 1

b4 6f 00 @0 e9 ©f 59 0@ 00 e9 5a @9 @0 00
el 52 0@ 00 e9 28 70 00 00 e9 Ob 70 @0 08
3e 52 00 @0 e9 cf 6f @@ @0 e9 24 52 @0 00
5d 6f 00 80 e9 a6 45 08B 00 e9 71 83 @0 @8
38 1f 00 @0 e9 23 71 0@ 00 e9 be 5b @0 00
35 37 00 80 e9 €0 70 00 00 e9 4b 47 00 €8
82 59 00 00 e9 O1 6f 00 00 e9 58 47 @0 00
1f 47 @@ 00 e9 98 6f 00 00 e9 bd 6f @0 ee
dc 3b @@ 00 e9 df 6e @0 00 e9 dc 6f @0 ee
29 4f 00 00 e9 54 36 00 00 e9 9f 27 @0 ee
bo 6e 00 80 e9 51 70 00 00 e9 72 6f @0 00

@© 1ms  Tr Raw Bytes

=

P

P

LF

LF



X @ IDA View-A @ [ PseudocodeB @ [E  PseudocodeA B @ Strings 8 @ Hex View-1 [x] Local Types a8 B Imports o 3 Exports
Address Length Type String
[# .rdata:0-+ 00000041  C  ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnoparstuvwxyz0123456789+/
[# . rdat; 00000009 € _Arelist
f . rdat; 00000006 C . t3xt
d 00000011 C___ plz input flag
00000015  C  Failed to read input
00000008 € wan la!!!\n
00000020 € Jinghong is B35T!!! & not you\n
00000030  C  Congratulation!This is the true gift for you!!l
00000010  C  try angin!!IT_T
00000008 € WIF!!!!
0000001C € Stack around the variable ’
00000011 €’ was corrupted.
G 0000000F  C  The variable ’
0000002 C ' is being used without being initialized.
00000000  C  The value of ESP was not properly saved across a function call. This is usually a result of calling a function declared with one calling convention with a function pointer declared with a-
0000011D C A cast to a smaller data type has caused a loss of data. If this was intentional, you should mask the source of the cast with the appropriate bitmask. For example: \r\n\tchar ¢ = (i & 0=
00000010 € Stack memory was corrupted\r\n
00000036  C A local variable was used before it was initialized\r\n
0000002 C  Stack memory around _alloca was corrupted\r\n
0000001E € Unknown Runtime Check Error\r\n
00000011  C  Unknown Filename
G 00000014  C  Unknown Module Name
00000020 € Run—Time Check Failure #%d — %s
00000026  C  Stack corrupted near unknown variable
00000006 € %.2X
00000049  C  Stack area around _alloca memory reserved by this function is corrupted\n
00000009 € \nData: <
00000024 € \nAllocation number within this function:
00000008 € \nSize:
00000000  C  \nAddress: Ox
G 00000048  C  Stack area around _alloca memory reserved by this function is corrupted
00000014 € %shshphskadbsbdsthsbshshs
00000034  C A variable is being used without being initialized.
00000019  C  Stack pointer corruption
00000024 € Cast to smaller type causing loss of data
00000018  C  Stack memory corruption
00000024 € Local variable used before initialization
0000001F  C  Stack around _alloca corrupted
0000000E  C  RegOpenKeyExW
G 00000011 € RegQueryValueExW
0000000 €  RegCloseKey
00000011  C  PDBOpenValidate5
00000024 € =+ D:\\vsTEST\\Project1\\x64\\Debug\\Projectl. pdb
00000031  C  8SCVIs/pH1z17NK7wrV+FdMeqdVdHE Tp2kQIcKZR1£TNXSG
00000011 C  Jlinghong_is B35T
00000011  C  GetModuleHandleW
00000000 € KERNEL32.d1l
00000015 € _C_specific_handler
Bl - 0000001E  C  _ C specific_handler_noexcept
Line 4 of 123
(=]
2B, — 2R, — 2 ERY
4,597, — 1 =R, — 1T 2ERflag
El 1DA View-A %] =) Pseudocode—B x| =) Pseudocode A [=] L] Strings x| @ Hex View-1 [x] Lo} Local Types x|

27  sub_140@113B1(8byte_1400250A4);
28 p_Buffer = @;

F

29 vii[e] = 2;
30 vil[1] = e;
31 wvii[2] = 2;
32 vi1[3] = 4;

32 ntd = 64;

34  sub_14@0111BD("plz input flag: ");

35 Stream = _acrt_iob_func(e);

36 if ( fgets(Buffer, 256, Stream) )
{

38 n36 = j_strlen(Buffer);
39 if ( n36 && v7[n36 + 15] == 18 )

48 {

41 vl7 = n36 - 1;

42 if ( n26 - 1 >= @x1ee )
43 sub_1400112DF();

44 Buffer[vl7] = ©;

45 --n36;

46

by
47 nl6 = 16;
48 if ( n36 == 36 )

a9 {

5@ sub_1400113A2(Buffer, 36, p_Jllnghong_is_B35T, nil6);// "Jlnghong_is_B35T"
51 Size = 4 * ((n36 + 2) / 3) + 1;

52 Strl = (char *)malloc(Size);

53 sub_148011@0eF (Buffer, n36, Stril);

54 if ( !j_stremp(Stri, Str2) ) // "8SCVTs/pH1z17NX7wrV+FdMgqaVdHETp2kQIcKZR1F7NgXSG"
55 {

56 sub_1480111BD("wan la!!!\n");

57 sub_1400111BD("J1nghong_is_B35T!!! && not you\n");

58

59 free(Strl);

60 v3 = @;

61 }

62 else if ( n36 == 48 )

63 {

64 p_Buffer = Buffer;

65 for ( n5 = @; n5 < 5; ++n5 )

66 sub_140011041(n64, &p_ Buffer[8 * n5], vil);

67 sub_1480111E5(p_Buffer, 10);

68 if ( (unsigned int)sub_14601121C(p_Buffer, &qword_140026050) )

69 sub_1480111BD("Congratulation!This is the true gift for you!!!");
78 else

00002D96 sub 140013A90:42 (140013B96)

-




else if ( n36 == 40 )
{
p_Buffer = Buffer;
for ( N5 = @; n5 < 5; ++n5 )
sub_l4ee11e41(n&4, &p_ Buffer[8 * n5], vil);
sub_1400111E5(p_Buffer, 18);
if ( (unsigned int)sub_14@01121C(p_Buffer, &qword_148020050) )
sub_1480111BD("Congratulation!This is the true gift for you!!!");
else
sub_1480111BD("try angin!!!IT_T");
v3 = @xFFFFFFFFLL;
}
else
{
sub_1400111BD("WTF!!!!1");
v3 = @XFFFFFFFFLL;
}
}
else
{
perror(“Failed to read input");
v3i =1;
}
v4 = v3;
sub_148011348(v6, &unk_14001CE18);
return v4;

b

00002F45 sub 140013A90:76 (140013D45)

5, —Nifrc4 il _tbaseb4 fBHREMNT
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int64 _ fastcall sub_140@136E@(__int64 p_Buffer, unsigned int n36, __int64 p_Jingho

<

char *v4; // rdi

__int64 n114; // rcx

_BYTE v7[32]; // [rsp+@h] [rbp-28h] BYREF
char v8; // [rsp+2@h] [rbp+8h] BYREF

_BYTE v9[276]; // [rsp+3@h] [rbp+1@h] BYREF
int v1@; // [rsp+144h] [rbp+124h]

int vi1; // [rsp+164h] [rbp+144h]

int v12; // [rsp+184h] [rbp+164h]

unsigned int n36_1; // [rsp+1A4h] [rbp+184h]
char v14; // [rsp+1C4h] [rbp+1A4h]

v4 = &v8;
for ( nll4 = 114; nll4; --nll4 )
{
*(_DWORD *)v4 = -858993460;
vd += 4;
¥

sub_1400113B1(byte 1400250A4);
sub_140011308C(v9, p_Jlnghong_is B35T, nl6);

v1ie = 8;

vlil = 8;

for ( n36_1 = @; n36_1 < n36; ++n36_1 )

{
vie = (v1e + 1) % 256;
vll = ((unsigned __int8)vo[vie] + v1l) % 256;
vl4d = vo[vie];

vo[vie] = vo[vil];

vIo[vll] = vi14;

v12 = ((unsigned __int8)v9[v1l] + (unsigned __int8)vo[vie]) % 256;
*(_BYTE *)(p_Buffer + n36_1) ~= v9[vi2];

¥
return sub_140011348(v7, &unk_14801CD50);



Data [ Unexplored External symbol | Lumina function

IDA View-A [x] Pseudocode-B B8 E  Pseudocode-A %]
e 25| v13 = *(_BYTE *)(n4@_1 + p_Buffer);
® 26 ++n40_1;
e 27 v9 = v13;
e 28 if ( n4e_1 >= n4e )
29 {
® 30 vid = 8;
21 }
32 else
33
® 34 vld = *(_BYTE *)(n48_1 + p_Buffer);
® 35 ++n40_1;
36 }
e 37 v1ie = vl4;
® 38 if ( n4e_1 >= n4e )
29 {
® 40 v1l5s = @;
41 }
42 else
43 {
e 44 v15 = *(_BYTE *)(n4€_1 + p_Buffer);
® 45 ++n48_1;
46
® 47 vil = vi5 | (vie << 8) | (v9 << 18);
® 48 *(_BYTE *)(v5 + Strl) = aAbcdefghijklmn[(v1l >> 18) & ©x3F];
® 49 ve = vh + 1;
® 50 *(_BYTE *)(vé + Strl) = aAbcdefghijklmn[(v11l >> 12) & @x3F];
e 51 v7 = ve + 1;
e 52 if ((viz <=1)
® 53 n6l = aAbcdefghijklmn[(v1l >> 6) & Bx3F];
54 else
e 55 nel = 61;
® 55 *(_BYTE *)(v7 + Strl) = nél;
e 57 v8 = v7 + 1;
® 58 if ((viz)
® 59 ngl_1 = 61;
60 else
e 6l n6l_1 = aAbcdefghijklmn[v1il & ©x3F];
® 652 *(_BYTE *)(v8 + Strl) = nél 1;
® 63 vh = vB + 1;
64
® 65 result = v5 + Stri;
® 66 *(_BYTE *)(v5 + Strl) = @;
® 67 return result;
b

From Base64

Last build: 2 years ago - Version 10 is here! Read about the new features here

Recipe a ;| i Input

Alphabet
A-Za-z0-9+/= - Remove non-alphabet chars

D Strict mode

RC4 o n
Passphrase Input format Output format
Jinghong_i.  UTF8 Latin1 Latin1 we s =1 Qe

Output

=

Strings

]

Hex View-1

o n 8SCVTs/pH1z17NX7wrV+FdMgq4VdHETp2kQT cKZR1F7NgXSG

BaseCTF{Thls_i5_n®T_th3_fl@g_hahaha}

68 1}
rom_Base64('A-Za-z0-9%2B/%3D' true false)RC4(%7B 'option"'UTF8",'string":'J 1nghong_is_B35T'%7D, Latin1",'Latin1")&input=0OFNDVIRzL3BIMX0oxNO5YN3dyVitGZEIncTRWZEg2VHAyal... ai

Options §



6,55 —NifEteafi#td, X 2 key 77 MHI40F T3 & iFgpt, EH KB ZE BN thFLFH T flag

Ll elalal Al lal Favlsiels) YUY Yo vg uo gg ug gg gg 44 21 OC ©/f DO OF OC D/ s essssss JLngnong
0000000140020040 5F 69 73 S5F 42 33 35 54 00 00 00 00 00 00 00 @@ _is B35T........
2000000140028850 ElS e et lena: bS 9B ©5 2B F4 41 79 85 6..3.0-f--.+....
eecpooeel4op20060 C6 26 1D E@ C9 FB 17 34 AB C5 99 D3 Cl @0 21 15 ....... 4.6-...1.
0000eer140020070 88 D3 BE ©4 C7 98 BO DE ©0 00 00 00 00 00 00 @0 .¥%-.(-..........
B0000EO1400206030 ©O B0 OO B0 OO OO 00 BB ©O OO 0O OB B0 0 BB OO ................
60000001400266896 ©O 60 OO 20 60 OO 00 08 0O 0O 00 08 B0 00 B8 00 ................
66000E014002606A0 ©O B0 OO B0 OO OO 0O BB ©O OO PO BB GO PO BB OO ................
66000001400200E6 ©O 60 OO 20 OO OO 00 G0 OO 0O 0 OB 00 00 08 00 ................
©0000001400288C0 32 A2 DF 2D 99 2B 00 @8 ©O OO 00 ©@ ©0 00 68 00 2....+..........
©0000001400200D0 ©O B0 OO 20 OO OO 00 G2 ©O 0O 00 OB B0 00 BB 00 ........ciivennn
20000001400200E0 ©O B0 OO B0 OO OO 00 OB ©O 0O 00 OB 80 €0 BB 00 ................
©0000001400200F0 ©O 0 OO 20 OO OO 0O G0 0O OO 00 OB B0 00 BB 00 ........cvvvennn

7 fRERIZAS 0T

# We'll decrypt the dO-byte block you provided using the reverse of the TEA-
like algorithm

# described in the conversation. This code prints the recovered U0-byte flag
(both hex and UTF-8 if possible)

# and also shows the intermediate uint32 words for inspection.

import struct

# raw bytes from your memory dump lines (addresses + bytes)
hex_lines = [

"36 C4 05 33 B4 C3 BC E9 B8 9B 05 2B F4 41 79 85",

"C6 26 1D EO C9 FB 17 34 AB C5 90 D3 C1 00 21 15",

"88 D3 BE 04 C7 98 B0 DE 00 00 0G0 00 00 00 GO 00"

# build bytearray
b = bytearray()
for line in hex_lines:
parts = line.split()
for p in parts:
b.append(int(p, 16))

# verify length
assert len(b) == 4@, f"expected 40 bytes, got {len(b)}"

# parse as 10 little-endian uint32 words
words_le = [struct.unpack_from("<I", b, i*d4)[0] for i in range(10)]

def byteswap32(x):
return ((x & OxFF) << 24) | ((x & OxFF00) << 8) | ((x & OxFFOOOO) >> 8) |
((x >> 24) & OxFF)

# apply byteswap to each word (this reverses the byteswap done in the program)
words_after_byteswap = [byteswap32(w) for w in words_1le]



# TEA-like decryption parameters (derived from the disassembly)
DELTA = 1640531527 # 0x61C886F7

ROUNDS = 64

KEY = [2, 0, 2, 4]

mask32 = OxFFFFFFFF

def decrypt_block(v@, v1, rounds=ROUNDS):
# vO,vl are unsigned 32-bit integers (the encrypted outputs after the
forward algorithm)
# Start v7 = -DELTA * rounds (mod 2732)
v7 = (-DELTA * rounds) & mask32
# Work on local copies
v5 = vO & mask32
v6 = vl & mask32
for _ in range(rounds):
# undo v6 += (...) "~ (...) ™ 0x99 (note order in original)
idx = ((v7 >> 11) & 3)
part = ((KEY[idx] + v7) & mask32) ~ ( (v5 + ((Cv5 >> 5) * (16 * v5)) &
mask32)) & mask32) " 0x99
v6 = (v6 - part) & mask32
# undo v7 —= DELTA -> v7 = v7 + DELTA
v7 = (v7 + DELTA) & mask32
# undo v5 += (...) ~ (...) ™ Ox88
idx2 = (v7 & 3)
part2 = ((v7 + (KEY[idx2] & mask32) + 102) & mask32) * ( (v6 + (((ve
>> 5) * (16 * v6)) & mask32)) & mask32) " 0Ox88
v = (v5 - part2) & mask32
return v5, v6

# Decrypt all 5 blocks (each block = two uint32 words)
plaintext_words = []
for i in range(0, 10, 2):
enc_v0 = words_after_byteswap[i]
enc_vl = words_after_byteswap[i+1]
dec_v0O, dec_vl = decrypt_block(enc_v@, enc_vl)
plaintext_words.extend([dec_v0O, dec_v1])

# pack plaintext words back into bytes little-endian
plaintext_bytes = bytearray()
for w in plaintext_words:

plaintext_bytes += struct.pack("<I", w & mask32)

# Output results
print("Input bytes (40):", b.hex())



print("Words (little-endian read from memory):")
for i, w in enumerate(words_le):
print(f" w[{i:02}] = Ox{w:08X}")
print("\nAfter applying byteswap (to undo program's byteswap):")
for i, w in enumerate(words_after_byteswap):
print(f" wbs[{i:02}] = Ox{w:08X}")

print("\nDecrypted words (uint32 little-endian):")
for i, w in enumerate(plaintext_words):
print(f" p[{i:02}] = Ox{w:08X}")

print("\nRecovered 40 bytes (hex):", plaintext_bytes.hex())
# Try to decode as utf-8 / printable ASCII
try:

s = plaintext_bytes.decode('utf-8')

print("\nRecovered as UTF-8 string:")

print(s)
except Exception as e:

# show printable representation

printable = ''.join(chr(c) if 32 <= c < 127 else f"\\x{c:02x}" for c in
plaintext_bytes)

print("\nRecovered bytes contain non-UTF8/Non-printable bytes. Printable
view:")

print(printable)

# Also show as possible flag candidate with escape sequences
print("\nPrintable/escaped:", repr(plaintext_bytes))

8,flagdl

BaseCTF{Thls_1s_A_glft_from_NshIdE_u4U}~~
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IDA View—A E Pzeudocode—4 (] @ Hex View-1 Local

©

1 int _ fastcall main(int argc, const char **argv, const char **envp)
2{
3 int n3;
4
5 sub_4e1800( R R );
6 puts("<--- moectf2021 --->");
7  puts(" [CheckIn] Welcome to moectf2e21.");
8 puts("This is a really eazy chall. I believe it is easy for you to get the flag");
9  puts("Now input your flag and I will check it : ");
18 scanf("%1e0s", &unk_407848);
11 for ( = 0; <= 3; ++n3 )
12 ((void (__fastcall *)(void *))funcs_4@16DE[n3])(&unk_4@7040);
13 if ( byte_403020 )
14 {
15 puts("Congratulations!!!™);
16 puts("See you next challl!!™);
17 3}
18 else
20 puts(“Something went wrong! QwQ");
21 puts("Try againt!!!");
22 3}
23 puts(&Buffer_);
24  getchar();
25 getchar();
26 return 8;
27 }

2, mfexeid — T, AWM E KEARAX, BEIFT #Hilflagsk
C:\Users\zhang\Desktop\$f= X + -~

<-—— moectf2021 ---—>
[CheckIn] Welcome to moectf2021.
This is a really eazy chall. I believe it is easy for you to get the flag
Now input your flag and I will check it
123
Wrong length!

In this game, every flag begin with moectf{
where is your '}' 2?7

Wrong flag!

Something went wrong! QwQ

Try againt!!!

ﬁ&%ﬁuﬁﬁ

3EEXRBRY RIFEKENS8

.data:0000000000403028 off_4683028 dg offset aMoectfW3lclmeT

.data:0000000000403028

.data:0000000000403028 5 "moectf{W31CeMe_t@_me3CTF_2021 _w
.data:0000000000403030 align 26h

.data:0000000000403040 funcs_40816DE dg offset sub_4015580
.data:0000000000403040

.data:9000000000403048 dq offset sub_401585
.data:9000000000403050 dq offset sub_4015C5
.data:0000000000463058 dq offset sub_401606

Anta . AAAALARAAAAARAIAEA ~EE Ad2020 Ar AfLfent AunanAd AQCDA



IDA View—A B Pseudocode—C %] Pseudocode—F

3
4
5

o 6 if ( n58 I= 58 )
7
8
9

1lint __fastcall sub_401550(const char *al)
2 {

size_t n58; // rax

n58 = strlen(zl);

{
LODWORD(n58) = puts("Wrong length!™);

byte 403020 = ©;
10 }

@ 11 return n58;

4R T B 2BE EEstringTlEmEEH KflagT

Data Unexplored External symbol [l Lumina function

IDA View-A [J Pseudocode-D [ B  Strings a8 Pseudocode—C [ Pseudocode-B [ @ Hex View-1
Address Length Type String
= _rdata:0'-- 0000000E C Wrong length!
= . rdata:0--- 00000008 C moectf |
= _rdata:0'-- 0000002C C In this game, every flag begin with moectf{
# _rdata:0'-- 00000016 C where is your '}’ 299
.rdata:0:-- 0000003B C moectf (W31C0Me_t0_m03CTF_2021_w0o0oloooolooocololooood! !}
s _rdata:0'-- 0000000C C Wrong flag!
s . rdata:0--- 00000017 C {—— moectf2021 —>
s . rdata:0--- 00000022 C [CheckIn] Welcome to moectf2021.
# . rdata:0-+ 00000044 C This is a really eazy chall. I believe it is easy for vou to get the flag
# . rdata:0-- 0000002B C Now input vour flag and I will check it :
= . rdata:0:-+ 00000006 C %100s
= . rdata:0+-+ 00000013 C Congratulations!!!
_— U DR AT NAARANNT 2 n [ . S RN
—,exe2



1,755% idaBE B 7, RAN R, BIF R R AR A EHARdwordZ R,

Data Unexplored External symbol ] Lumina function

on

x

IDA View—A B8 Pseudocode—A [x]
1 int _ fastcall main(int argc, const char **argv, const char **envp)
2 {
3 _BYTE v4[36]; // [rsp+2eh] [rbp-3@h] BYREF
4 int n5; // [rsp+44h] [rbp-Ch]
5 _DWORD *v6; // [rsp+48h] [rbp-8h]
6
e 7 _main();
® 8 puts("please input your flag");
® 9 scanf("%s", v4);
® 10 ve = v4;
11 for ( n5 = @; n5 <= 5; ++n5 )
12 {
® 13 if ( *ve != (enc[n5] ™ @x12345678) )
14 {
® 15 printf(“"Data3rrer!");
® 16 exit(e);
17 }
e 18 ++vE;
19 }

@

Hex View-1

® 20  printf("you are right!");

® 21 return @;

® 22}

-0000P0PPPPERA10 // padding byte
-D000PVOVPPOOROF // padding byte
- 00000V ORPE // padding byte
- 90000000000 ED // padding byte
-@booeecooeBeeeeC _DWORD var_C;
-006eB0BE0ERE0e3 _QWORD var_8,

rAARAAAARARAARARRARARRR

2, BN X NE R S R

AL e e e- e

enc=[0x51670536, Ox5E4F102C, Ox7E402211, 0x7C71094B, 0x7C553F1C,0x6F5A3816]
b="n

for i in range(len(enc)):
a= enc[i] " ©0x123u45678

m,

b=a.to_bytes(ld,byteorder="1little').decode()

print(b)

exe3



1,7, idaB B DI RN RE X, X EE BT 2 RIF FE

sava mm vseapivicu

LALCinaL SymUuL mE Lumiba Luscuion

00003844 00406044:

-rdata:unk_406044 (Synchronized with Hex View-1)

000008EO0 _main:17 (4014E0)

IDA View-A, Pseudocode-A [x] = Strings [x] @ Hex View-1 8 ] Local Types [x] laE} Imports 8 Ed] Exports

IDA View-A M x HE Pseudocode-A
.rdata:00406029 ; const CHAR aDeregisterFram[] 1 int main()
.rdata:00406029 aDeregisterFram db '__deregister_frame_info',0 24
.rdata:88406029 5 DATA XREF: __ gcc_regist 3 char Destination[7]; // [esp+16h] [ebp-1Ah] BYREF
.rdata:ee4e6e41 align 4 4  char v[14]; // [esp+1Dh] [ebp-13h] BYREF
.rdata:0e4e6044 unk_406044 db 28h ; ( ; DATA XREF: .data:_enflag 5 char v3; // [esp+2Bh] [ebp-5h]
.rdata:00406045 db  15h 6 int n6; // [esp+2Ch] [ebp-4h]
.rdata:00406046 db  3Ah 7
.rdata:00406047 db 1Bh e 8 _ main();
.rdata:ee406048 db 44h ; D ® 9 strcpy(Destination, enflag);
.rdata:00406049 db 14h ® 16 puts("Give me your flag:");
.rdata:0040604A db 6 ® 11 gets(v);
.rdata:0040604B db 2} ® 12 if ( check(v) )
.rdata:0e4e604C ; const char Buffer[] 13 {
.rdata:@e4e6e4C Buffer db *Give me your flag:',@ ; DATA XREF: _main+23to e 14 for ( N6 = @; N6 <= 6; ++n6 )
.rdata:0048605F ; const char aWronglLength[] 15 {
.rdata:0e40605F aWronglLength db "wrong length!!',e ; DATA XREF: _main+4BTo ® 16 v3 = v[n6] ~ v[n6 + 7];
.rdata:0040606E ; Command *Command ® 17 if ( v3 != Destination[né] ) |
-rdata:0040606E Command db 'pause',@ ; DATA XREF: _main+57to 18 {
.rdata:8848606E 5 _main+Clfo ... ® 19 puts(“try again!!1");
.rdata:@0406074 ; const char aTryAgain[] | ® 20 puts(“your flag is moectf{******}");
.rdata:00406074 aTryAgain db ‘try again!!!",e ; DATA XREF: _main+A9To ® 21 system("pause");
.rdata:08466081 ; const char aYourFlagIsMoec[] ® 22 return @;
.rdata:00406081 aYourFlagIsMoec db 'your flag is moectf{******}' g 23 ¥
.rdata:00406081 5 DATA XREF: _main+B5To 24
.rdata:@e4e6e9D ; const char Format[] ® 25 printf(“Congratulations! ! Iy,
.rdata:0e40609D Format db ‘Congratulations!!!!!IlItIitl" @ ® 26 system(“pause™);
.rdata:0040609D ; DATA XREF: _main+E@fo e 27 return @;
.rdata:004060BA align 4 28
.rdata:004060BC jpt_4017EF dd offset loc_401894 5 DATA XREF: __setargv+2AF 29 else
.rdata:©04060Ce dd offset def_4@©17EF ; jump table for switch st 3 {
.rdata:004060C4 dd offset def_4017EF e 31 puts(“"wrong length!!™);
.rdata:004060C8 dd offset def_4017EF ® 32 system("pause™);
.rdata:884060CC dd offset def_4817EF e 33 return 8;
.rdata:@e4e60D8 dd offset loc_401840 34
.rdata:ee4e6eD4 dd offset def_4©17EF ® 35}
.rdata:004060D8 dd offset def_4017EF
.rdata:ee4e6eDC dd offset loc_4017F6
.rdata:004060E0 dd offset def_4017EF
.rdata:004060E4 dd offset loc_4017F6
.rdata:0084060E8 dd offset def_4017EF
.rdata:004060EC dd offset def_4017EF
rdata:004060F0 dd offset def 4@17EF

2, filZA9n T

flag="'moectf{'

enc=[0x28,0x15,0x3A, 0x1B, Oxuu, 0x1U, 0x6]

a=[1]
for i in range(len(flag)):
a.append(ord(flag[i]))

for i in range(len(enc)):
a.append(enc[i])
print(a)
c=""
for i in range(len(a)):
try:
d=alil~a[i+7]
c+=chr(d)
except:
break

print(flag+c)

7,331



1,725% idaBE BRI EAEmainK #, FEEstring B — T #1387 BR R M EFZERNAE, FTig— M=

[nstruction Data Unexplored External symbol [l Lumina function
08 x| ® IDA View-A (%] ] Pseudocode-A [x] = Strings (=] @ Hex View-1 8 Local Types
Seg Length Type String
. te 00000014 C welcome to GDPTCTF\n
. te 00000014 C input vour lucky number:\n
. te 0000000F C invalid input\n
.tes 00000023 C Congratulations, you guessed right!\n
. te 00000007 C Flag:
. te 0000000E C number errori\n
. te 0000001F C Argument domain error (DOMAIN)
. te 0000001C C Argument singularity (SIGN)
. te 00000020 C Overflow range error (OVERFLOW)
. te 00000025 C Partial loss of significance (PLOSS)
. te 00000023 C Total loss of significance (TLOSS)
. te 00000036 C The result is too small to be represented (UNDERFLOW)
. te 0000000E C Unknown error
. te 0000002B C _matherr () : %s in %s(%g, %g) (retval=%g)\n
. te 0000001C C Minew—w64 runtime failure:\n
. te 00000020 C Address %p has no image-section
. te 00000031 C VirtualQuery failed for %d bytes at address %p
- te 00000027 C VirtualProtect failed with code Ox%x
. te 00000032 C Unknown pseudo relocation protocol version %d.\n
. te 00000024 C Unknown pseudo relocation bit size %d.'\n
. te 00000053 C %d bit pseudo relocation at %p out of range, targeting %p, vielding the value %p.\n
. te 00000006 C (nil)
- te 00000006 C inity
. te 00000007 C (null)
- te 00000009 C Infinity
. te 00000014 C 0123456789abedefNaN
- te 00000009 C Infinity
. te 00000009 C infinity
- te 00000009 C INFINITY
. te 00000006 C inity
. te 00000028 C GCC: (Rev3, Built by MSYS2 project) 15.1.0
. te 00000028 C GCC: (Rev3, Built by MSYS2 project) 15.1.0
. te 00000028 C GCC: (Revd, Built by MSYS2 project) 15.1.0
. te 00000028 C GCC: (Rev3, Built by MSYS2 project) 15.1.0
. te 00000028 C GCC: (Rev3, Built by MSYS2 project) 15.1.0
. te 0000002B C GCC: (Rev3, Built by MSYS2 project) 13.1.0
*a 0000002B C GCC: (Revd, Built by MSYS2 project) 15.1.0
0000002B C GCC: (Rev3, Built by MSYS2 project) 15.1.0
0000002B C GCC: (Rev3, Built by MSYS2 project) 15.1.0
.rdata:0-- 0000002B C GCC: (Revd, Built by MSYS2 project) 15.1.0
| ﬂ_;"l R — DROOAANTL . wBligars AR (D T o1 1 uATAA N am oA
. I
| Instruction | Data [Ml Unexplored | External symbol Ml Lumina function
Of x| @ IDA View-A a B Pseudocode-A a ] Strings a @ Hex View-1 <] Local Types <] Imports [x] il
Seq .rdata:00007FF62CAB202E ; const char p__d[]
o .rdata:@e0e7FF62CAB202E p__d X db '%d',e‘ X ; DATA XREF: sub_7FF62CABOE70+78T0
o .rdata:@eee7FF62CAB2031 alnvalidInput db "invalid input',@Ah,@
te .rdata:@0007FF62CAB2031 ; DATA XREF: sub_7FF62CAB@E7@:loc_7FF62CABOF9Fto
tes .rdata:@0007FF62CAB2040 aCongratulation db 'Congratulations, you guessed right!',@Ah,@
- te: .rdata:@ee@7FF62CAB20848 ; DATA XREF: sub_7FF62CAB@E70:1loc_7FF62CABOF35To
-te: .rdata:@e@07FF62CAB2065 aFlag db "Flag: ', ; DATA XREF: sub_7FF62CABOE7@+EFto
=5 .rdata:@eee7FF62CAB286C asc_7FF62CAB206C db 0Ah,@ ; DATA XREF: sub_7FF62CAB@E70:loc_7FF62CABOF91To
:: .rdata:00007FF62CAB206E aNumberError db "number error',8Ah,0 ; DATA XREF: sub_7FF62CABOE70+BOTo
:te .rdata:@e0e7FF62CAB207C align 2eh
i .rdata:@eee7FF62CAB2888 xmmword_7FF62CAB2088 xmmword 64CF55F5B2DEA67C2B28BEB96A43DASDN
. te .rdata:00007FF62CAB2080 ; DATA XREF: sub_7FF62CABOE70+B1Tr
- te .rdata:@00e7FF62CAB2090 xmmword_7FF62CAB209@ xmmword ©BOOS8EF178B69A237A2D216E511F93DB3h
- te: .rdata:@eee7FF62CAB2890 ; DATA XREF: sub_7FF62CABOE7@+2ETr
Ste .rdata:@8887FF62CAB2BA8 qword_7FF62CAB2BA0 dq BCEGE9S98ESA81C468h
':2 .rdata:@e007FF62CAB20A0 ; DATA XREF: sub_7FF62CABOE70+131Tr
:te .rdata:@eee7FF62CAB28A8 align 1eh
. te: .rdata:@0067FF62CAB20BG xmmword_7FF62CAB20B8 xmmword 42675F33323123696C6F34675567697%h
. te .rdata:@e007FF62CAB20BO ; DATA XREF: sub_7FF62CABOE70+40Tr
- te: .rdata:@eee7FF62CAB28Ce off_7FF62CAB20C@ dq offset TlsCallback_e
- te .rdata:@8007FF62CAB26CO ; DATA XREF: .rdata:off_7FF62CAB2C8@lo
N :: .rdata:@e0e7FF62CAB20CS X align 2eh
o .rdata:0e0e7FF62CAB20EG TlsDirectory dq offset TlsStart
e .rdata:@0007FF62CAB2GE8 TlsEnd_ptr dq offset TlsEnd
. te .rdata:@0007FF62CAB20F@ TlsIndex_ptr dgq offset TlsIndex
- te .rdata:@eE07FFE2CAB20F8 TlsCallbacks_ptr dq offset TlsCallbacks
-te: .rdata:@@007FF62CAB2100 T1lsSizeOfZeroFill dd @
=3 .rdata:@e@e7FF62CAB21@4 TlsCharacteristics dd @
N :: .rdata:@e0@7FF62CAB2108 align 2eh
i .rdata:@0007FF62CAB2120 aArgumentDomain db 'Argument domain error (DOMAIN)',@




struction Data Unexplored External symbol Lumina function
=R IDA View-A Pseudocode-B [x] Pseudocode-A ] Strings B Hex View-1 Local Types B Imports =il
Sec 1 __int64 sub_7FF62CABOE76()
te 20
e 3 \.mslgned int Seed;
te 4 int vl;
G 5 char *v3;
. te 6 __inte4 n36_1;
- te 7 char *v5;
- te 8 int Character;
= 9 int v7;
e 16 __ml128i v8;
e 11 _OWORD vo[2];
. te unsigned __inte4 vie;
. te unsigned int n36;
- te
gte sub_7FF62CAA1738();
s = 36;
T te [e] = _mm_loadu_sil28((const _ m128i *)&xmmword_7FF62CAB2080);
L te = OxCE@E998E5A81C468ulLL;
. te 19 [1] = _mm_loadu_si128((const _ m128i *)&xmmword_7FF62CAB20690) ;
. te 20 = _mm_loadu_sil28((const _ m128i *)&xmmword_7FF62CAB20B0);
- te 21 sub_7FF62CAA2760("welcome to GDPTCTF\n");
:z 22 = time64(0);
s 23 srand( )
te | ®2% vi=rand();
. te 25  sub_7FF62CAA2760("input your lucky number:\n");
. te 26 if ( (unsigned int)sub_7FF62CAA27E@("%d", (unsigned int)&v7) == 1)
. te 27
- te ° 28
- te 29
o 30 = (char *)v9;
e 31 sub_7FF62CAA276@("Congratulations, you guessed right!\n");
_te 32 sub_7FF62CAA1450(vo, 10, &S, 0);
te 33 = ;
te 34 sub_7FF62CAA276@("Flag: ");
35 if ( (_DWORD)
36 {
o8 x 37 = (char *)vo + H
38 do
39 {
40 = (unsigned __int8)*v3++;
41 putchar( );
2
43 while ( I= )
44 ¥

00010291 sub_7FF62CABOE70:16 (7FF62CABOES1)

2, 3R 2 f5, B0 Nip, IR B RBT = W17 (BB HipFF 7 —=, iR R A A4k

®

cdevs-@ea 3 Ev @O ERQ® vOa o/ » @A Local Windows debugge <@
3 I FTTIT.
Ny fesifon || Bemike Sesien || Tomsiien | |Din| | owiesed| | Beossil el || T Smstden
Debug View [x] I} Local Types

[ IDA View-RIP 0#& x Pseudocode-B 08 x| @ General registers (<] T deREfer
.text:00007FF62CABOF2E loc_7FF62CABOF2E: ; CODE XREF: sub_7 21 sub_7FF62CAA2760@("welcome to GDPTCTF\n"); RCX o
.text:0@@07FF62CABOF2E add  rsp, 78h Seed = time64(0); RDX 6000022812ED0060 ¢ debughes : 0600022812
.text:0@007FF62CABOF32 pop rbx srand(seed); RST00000@ABEASFF884 gl Stack[00005314]: 000
.text:0@007FF62CABOF33 pop rsi = rand(); D1 060000000000003A &
.text:00007FF62CABOF34 retn sub_7FF62CAA2760("input your lucky number:\n"); R8P 00067FFE2CABE0AS ¢ . bss - unk_7FFE2CABEG
'::::fgggggiigggﬁggiiz e SE e g s 2 RSP @OOEOBABEASFF820 ¢l Stack[00005314]:000
_text:00007FF62CABOF35 loc_7FF62CABOF35: RIP00007FF62CABOF2C ¢Jl sub_7FF62CABOE70: 1o
.text:0@@O7FF62CABOF35 lea  rcx, aCongratulation ; RS 7FFFFFFFFFFFFFFC oJ
.text:0@@O7FF62CABOF3C lea  rbx, [rsp+8sh+var_ds] 3 = (char *)v9; R9 @0607FFD34370560 ¢l msvert.dll:msvert__
.text:0@007FF62CABOFAL call  sub_7FF62CAA2760 sub_7FF62CAA2760("Congratulations, you guessed right!\n"); -
.text:00007FF62CABOF46 xor  r9d, rod 5 _QUORD sub_7FF62CAAL450(19, 10, &VE, 0); =
_text:00007FF62CABOF49 mov rex, rbx 5 QWORD 36_1 = n36; @ Modules
.text:00@07FF62CABOFAC lea  r8, [rsp+88h+var_58] 3 ZQUORD sub_7FF62CAA2760("Flag: "); Path
.text:00@07FF62CABOFS1 mov  edx, @Ah ; nie if ( (_DWORD)n36_1 ) 1 C\Users\zhang\Desktop\ B <L VA2 sdpt Tu
.text:00007FF62CABOF56 call  sub_7FF62CAA1450 { - \Windone\Syoten3?\KERVELBASE. d11
.text:0@@O7FF62CABOFSB mov  esi, [rsp+88htvar_20] 5 = (char *)v9 + n36_1; 12 - \Windove\Systens2\kernel
.text:0@@O7FF62CABOFSF lea  rcx, aFlag 5 "Flag: do %] C: \Windows\Systen32\nsvert. d11
.text:0@007FF62CABOFG6 call  sub_7FF62CAA2760 { %] C: \Windows\Systen32\ntdl1. d11
.text:00007FF62CABOFEB test  esi, esi aracter = (unsigned
.text:00007FF62CABOFED jz short loc_7FF62CABOFS1 putchar(Character);
.text:00@07FF62CABOFGF add  rsi, rbx }
.text:00@07FF62CABOF72 db 66h, 66h, 2Eh while ( V5 1= v3 );
\text:00007FF62CABOF72 nop  word ptr [rax+rax+2006e0eeh] }
.text:0@@07FF62CABOF7D nop  dword ptr [rax] Sub_7FF62CAA2760("\n"); & Threads
.text:00007FF62CABOFS0
.text:00007FF62CABOF80 loc_7FF62CABOFS0: ; CODE XREF: sub_7 else Decimal Hex  State Name
.text:00007FF62CABOFS0 movzx  ecx, byte ptr [rbx] ; Character (21268 5314 Ready W2 gdpt luck nul
.text:00@07FF62CABOFS3 add  rbx, 1 sub_7FF62CAA2760("number error\n"); 3135068 SSFC  Ready TFFD34D75BC0
.text:00@07FF62CABOFS7 call  putchar }
-text:00007FF62CABOFSC cmp  rsi, rbx [ returne;
.text:00007FF62CABOFSF jnz short loc_7FF62CABOF8@ }
.text:00007FF62CABOFO1
.text:0@007FF62CABOFOL loc_7FF62CABOFIL:

00010341 00007FF62CABOF41: sub_7FF62CABOET0+D1 (S:
= C\Users\zhang\Desktop!

welcome to GDPTCTF
BN E R R EENY ; nput your lucky number:
18 FF FF 48 8D 54 24 2C 48 8D 0D 3HEPI
EC 18 FF FF 83 F8 @1 oF

AAAATECCAAADATAR  on MA A0 £n rm 1T of Co 1 Congratulations, you guessed right!
000102FD 00007FF62CABOEFD: sub_7FF62CABOE70+8D Flag: GDPTCTF{thi_iS_tEa_and_I.Llck_nubl'l'ler}
& Output

Debugger: thread 19084 has exited (code )
[hrt] 7FF62CAA2095: Var "rbx1" was renamed to
[hrt] 7FF62CAA20B7: Var "eax2" was renamed to
PDBSRC: loading symbols for Users\zhang\Desktop\
PDB: using PDBIDA provider
Could not find PDB file ''.
Please check _NT_SYMBOL_PATH
PDB: Failed to get PDB file details from 'C:\Users\zl
[hrt] 7FF62CAA27B6 sub_7FF62CAA2768: Function 7FF62C
7FFD34D758CA: thread has started (tid=35068)

,iFid2
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Unexplored External symbol |l Lumina function

IDA View—A ] Pseudocode—A (%] & Hex View-1

t __fastcall main(int argc, const char **argv, const char **envp)

int v4; // [rsp+14h] [rbp-Ch] BYREF
unsigned __int64 v5; // [rsp+18h] [rbp-8h]

v5 = __readfsqword(@x28u);
welcome(*(_QWORD *)&argc, argv, envp);
puts("” ")

puts("try to patch me and find flag");
v4d = 8;

puts("please input a lucky number");
__1s0¢99_scanf("%d", &v4);
patch_me(v4);

puts("0OK,see you again");

return 8;

Unexplored External symbol ] Lumina function

IDA View-A B8 Pseudocode—A

egme
init
a1t
plt
a1t
plt
plt
plt
plt
plt
a1t
plt
plt
alt. aq
Lext
text
Lext
Lext
Lext

1fint __fastcall patch_me(int al)

2 {

=l G w = w

if (2l %2 ==1)

return puts(”just finished");
else

return get_flag();



| Instruection Data [l Unexplored External symbol [l Lumina function

08 x & IDA View—A [x] Pseudocode—4 B

Hex View-1 %]

Local Types

1junsigned _ int64 get flag()
2{

3 unsigned int seed; // eax
4 int n4; // [rsp+4h] [rbp-3Ch]
5 int n7; // [rsp+8h] [rbp-38h]
6 __inté4 s; // [rsp+16h] [rbp-3eh] BYREF
7 char v5; // [rsp+18h] [rbp-28h]
8 unsigned __int64 v6; // [rsp+38h] [rbp-8h]
9

® 18 v6 = _ readfsqword(ex28u);

® 11  seed = time(@);

® 12  srand(seed);

.plt.g¢ ® 13 for ( n4d = @; nd <= 4; ++nd )

- text 14 {

o swtoh (ramd()® 2060

. text 16 {

. text
text 17 case 1: .
Ctext | ® 18 puts("OK, it's flag:");
_text | ® 19 memset (&s, @, ©x28u);
.text | ® 20 strcat((char *)&s, fl);
-text | o 21 strcat((char *)&s, &Ff2);
-text | g 53 printf("%s", (const char *)&s);
- text
fini | ® 23 break;
.I1nml
e 24 case 2:
extern| ® 25 printf("Solar not like you");
extern ® 26 break;
extern 27 case 3:
extern g og printf("Solar want a girlfriend");
extern .
® 29 break;
extern 30 4:
extern case &:
extern ® 31 s = BXTF666FE@67756369LL;
extern ® 32 vE = @;
extern| ® 33 strcat(&f2, (const char *)&s);
e 34 break;
35 case 5:
® 36 for ( n7 =8; n7 <= 7; ++n7 )
37
e 38 if(n7%2==1)
40 else
® 41 --*(&F2 + n7);
42 }
® 43 break;
44 default:

000007CB get_flag:l (4007CB)

// "GXy{do_not_"

2, Nl R, BXip LRI LA, ER =R

I

> i

Library function [l Regular function Ml Instruction [l Data Ml Unexplored [l External symbol Ml Lumina function

Debug View 8 @ Local Types (-]
= IDA View-RIP O & x|[E Pseudocodes 068 x| @ General registers 0 @ deREferencing - Registers o
_text:00000000004007FA jmp loc_460979 1 unsigned _int64 get_flag() RAX i)
_text:00000000004007FF ; | 24 RBX 0000 28 -> 0000 -> 20 VvIP |
.text:00000000004007FF 3 unsigned int seed; // eax RCX ©8OO7FFFF7EQ36A0 -> 00OO7FFFF7EQ3030 (1libc.so.6) -> ECFC3563BSFI VIF
_.text:00000000004007FF loc_4007FF: ; CODE 4 int nd; // [rsp+ah] [rbp-3Ch] RDX 80607FFFF7E03624 (libc.s0.6) -> A4A31EBIGEFBIDIA
.text:00000000604007FF call  _rand 5 int n7; // [rsp+8h] [rbp-38h] RDI 60607FFFF7E030A0 (1ibc.s0.6 | pa_next_type) -> 600@000000600008 vm
.text:0000000606400804 MoV ecx, ea: 6 _int64 s; // [rsp+1eh] [rbp-30h] BYREF RSI 6080000FFFFFFFF RF
.text:00000006064008065 MoV edx, Sitsssirh 7 char v5; // [rsp+18h] [rbp-28h] R8 60007FFFF7E3024 (libc.s0.6) -> A4A31EBIGEFBIDIA NT
.text:0000000600400808 MoV eax, ecx 8 unsigned _inted ve; // [ 5p¢38h] [rbp-8h] 0 c
.text:000000000040080D imul  edx 9
.text:000000000040080F sar edx, 6 ©16 V6 = _readfsquord(ex28u);
.text:0000000000400812 MoV eax, ecx ©11 seed = time(e); Vodules o8x
.text:0000000000400814 sar eax, 1Fh ® 12  srand(seed); Path Base size
HOHETESTEREERY aly iy, oo OB e (0o 0y e g S ) /mnt/c/Users/zhang/desktop/ i1 luck_guy 0000000000400000 0000000000202000
- text:0000000000400819 mov eax, edx 14 { /usr/1ib/x86_64-1inux-gnu/libe. so0. 6 00007FFFF7C00000 0000000000205000
.text:000000000040081B mov [rbp+var_34], eax o | switch (rand() %200 ) vdso] 00007FFFFTFC3000 0000000000002000
. text:000000000040081E mov eax, [rbptvar_34] 6 { Jusr/1ib/x86_64-1inus-gnu/1d-linux-386-64.50.2  0000TFFFF7FC5000 0000000000034000
.text:0000000000400821 imul  eax, 6C8h 17 case 1:
.text:0000000000400827 sub ecx, eax o 18 puts("0K, it's flag:");
. text:0000000006400829 mov eax, ecx ° 19 memset(&s, ©, 8x28u);
.text:0000000006400828 mov [rbp+var_34], eax ® 20 strcat((char *)&s, f1); // "6XY{do_not_"
.text:000000000640082E Ccmp [rbp+var_34], 5 5 swit e 21 strcat((char *)&s, &F2); = Threads 08 x
.text:0000000606460832 ja def_400843 s jump e 22 printf("%s", (const char *)&s); "
.text:0000000000400838 MmOV eax, [rbp+var_34] °23 break; Decimal Hex  State Name
.text:0000000606400838 mov rax, ds:jpt_460843[rax*s] 24 case 2: 76 1DC  Ready WAL luck_gu
.text:0000000000400843 jmp rax ; swit e 25 printf("solar not like you");
. text:0000000000400845 ; -~ -~ -~ - --<-<-<-<ssoooooososooooooooo ° 26 break;
.text:0000000000400845 27 case 3:
.text:0000000000400845 loc_400845: ; CODE 28 printf("Solar want a girlfriend");
000007EF 00000000004007EF: get_flag:loc 4007EE (Synchronized with RIP) °29 break;
000007FF get_flag:15 (4007FF)
Hex View-1 o8 x| @ Stack view o B deREferencing - Stack o
©000060600460990 00 74 65 E8 78 FC FF FF C9 C3 55 48 89 E5 48 83 00:0060 0000 70 -> 2E (.rodata ! aPleaseInputAlu) -> ("please
©0000606004609A0 EC 16 89 7D FC 8B 45 FC 99 C1 EA 1F 1 Do 83 E@ | ©1:0008 @0007FFFFFFFDATS -> 99997FFFF7EB45€9 (Libc.s0.6 | _T0_2_1_stdout_) -> 0000000 |
©000060000400980 01 29 DO 83 F8 61 75 6C BF FO 6B 40 00 ES 3E FC 02:0010 0000 - DO -> 00067FFFFFFFDEEE -> [...] -> 00060000
©0000006004009C0 FF FF EB OA B3 00 00 00 60 ES FD FD FF FF 96 C9 03:0018 0000 -> 00007FFFF7C87DDA (1ibc.s0.6)
©0000006004009D0 55 48 89 ES5 48 83 EC 20 89 7D EC 48 89 75 E@ 04:0020 0000 -
©00000000004009E0 64 48 8B @4 25 28 00 00 60 48 89 45 F8 31 C6 BS ©5:0028 00007FFFFFFFDASS -> 000@7FFFFFFFDC28 -> 00@07FFFFFFFDEAG -> 203195AFES83BOES
©00000000004009F0 00 00 60 00 E8 AD FD FF FF BF FE OB 40 00 E8 FD 06:0030 0000 -
0000000000400A00 FB FF FF BF 10 6C 40 00 E8 F3 FB FF FF C7 45 F4 ©7:0038 00007FFFFFFFDAAS -> O6E@84B6221F1A60
0000000000400A10 00 00 60 00 BF 2E OC 40 60 E8 E2 FB FF FF 48 8D GG £2n aana - aana -» T 1 - oaaasaaca

0000AAAEER40RA20 45 FA 48 89 C6 BF 4A OC 40 00 BS 00 00 00 00 F8
000009D0 00000000004009D0: patch_me+36

[® Output

FFFF7FC3000: loaded [vdso]
7FFFF7FC5000: loaded /usr/lib/x86_64-1inux-gnu/1d-1inux-x86-64.50.2
400000: process /mnt/c/Users/zhang/desktop/ifliAl luck_guy has started (pid=474)



20004008C5 jmp
20004008CA ;

20004008CA

20004008CA loc_4008CA:

20004008CA

20004008CA mov
20004008D2 mov
20004008D6 mov byte ptr [rbp+s], 65h ;

20004008DA mov byte ptr [rbp+s+l], 63h
20004008DE mov byte ptr [rbp+s+2], 75h ;
20004008E2 mov byte ptr [rbp+s+3], 67h
20004008E6 mov byte ptr [rbp+s+4], 66h
20004008EA mov byte ptr [rbp+s+5], 6Fh ;

20004008EE mov

loc_400975

[rbp+s], @
[rbp+var_28], @

byte ptr [rbp+s+6], 66h ;

unsigned __int64 v6; [rsp+38h] [rbp-8

__readfsqword(@x28u);
s time(0);
srand(se 8
for (
{

case 1:
puts("0K, it's flag
memset(&s, ©, Ox28u);
strcat((char *)&s, f1);
strcat((char *)&s, &F2);

// "GXY{do_not_"

S e pomear
RBP 00007FFFFFFFDABO ¢ [ stack]:00007FFFFFFFDABG
RSP 00007FFFFFFFDA70 ¢l [stack]:00607FFFFFFFDA7E
RIP 00000000004007FF ¢l get_flag:loc_4007FF

R8 00007FFFF7E03024 ¢l 1ibc.s0.6: randtbl+4

R9 ©00000OOA403A146 ¢J

R10 ©000000OFDSESDAC ¢J

R11AAPATFFEE7CA010A all 1ihe <a A:srandom

[& Modules

Path Base

0000000000400000
©00007FFFF7C00000
00007FFFF7FC3000

[&] /mnt/c/Users/zhang/desktop/iflik1 luck_guy
&) /vsr/1ib/x86_64-1inux-gnu/libe. so. 6

s
[®| /usr/1ib/x86_64-1linux-gnu/1d-1inux-x86-64. so. 2

20004008F2 mov byte ptr [rbp+s+7], 7Fh printf("%s", (const char *)&s); 00007FFFF7FC5000
20004008F6 lea rax, [rbp+s] break;
20004008FA mov rsi, rax 5 src case 2:
20004008FD mov edi, offset f2 5 dest printf("Solar not like you");
2000400902 call _strcat 26 break;
2000400907 jmp short loc_400975 27 case 3: = Threads
;gggiggggz ’ P (O by et 23 Decimal Hex State Name
2000400909 loc_400909: ; cobl 30 New value of RIP (0x00000000004008CA v [63489 1E9  Ready il luck_gu
2000400909 ; DAT, 31 |0x00000000004008CA
3000400909 mov [rbp+var_38], @ 5 jum 32 r ;
2000400910 jmp short loc_400963 3 — —
2000400912 3 break;
000004008CA: get_flag:loc (Synchronized with Pseudocode- 35 case 5:
000008CA get_flag:31 (4008CA) (Synchronized with IDA View-RIP)
a8 x Stack view [x] =] deREferencing — Sta

00 74 ©5 E8 78 FC FF FF C9 C3 55 48 89 E5 48 83 ©OOB7FFFFFFFDA70 ©000000000400C2E .rodata:aPleaseInputALu
EC 10 89 7D FC 8B 45 FC 99 C1 EA 1F @1 D@ 83 E@ I ) 78 ©@PO7FFFF7E@45CO libc.so.6:_I0_2 1 stdout_
01 29 D@ 83 F8 @1 75 @C BF FO @B 40 00 E8 3E FC ©0@07FFFFFFFDADO [stack]:000
FF FF EB @A BS 00 00 00 ©0 E8 FD FD FF FF 90 C9 ©0@07FFFF7C87DDA libc.so.6
E 55 48 89 E5 48 83 EC 20 89 7D EC 48 89 75 E@ .. ©000000000000000
64 48 8B 04 25 28 00 @0 00 48 89 45 F8 31 CO B8 dH..%( ©00O7FFFFFFFDC28 [stack]:@0007FFFFFFFDC28
00 00 00 00 E8 AD FD FF FF BF FE @B 40 00 E8 FD 0000000000000001
FB FF FF BF 1@ ©C 40 0 E8 F3 FB FF FF C7 45 F4 0000 BAGE4OAF4BA91A00

IDA View-RIP, Pseudocode-A, General registers, deREferencing - Registers, Modules, Threads, Hex View-1, Stack view, deREferencing - Stack @ (@ Local Types

[ IDA ViewRIP eudocodeA x| ® General registers ] deREferencing - Register

.text:00000000004007FA jmp loc_480979 for ( nd = @; nd <= 4; ++nd ) [EET e TSI T

.text:00000000004007FF ; --

.text:00000000004007FF

. text:00000000004007FF loc_4007FF:
BT | text:00000000004007FF call  _rand

.text:0000000000400804 MoV ecx, eax
.text:0000000000400806 MmOV edx,
.text:0000000000400808 MoV eax, ecx
.text:000000000040086D imul  edx
.text:000000000040080F sar edx, 6
.text:0000000000400812 mov eax, ecx
.text:0000000000400814 sar eax, 1Fh
.text:0000000000400817 sub edx, eax
.text:0000000000400819 mov eax, edx
.text:0000000000400818 mov [rbp+var_34], eax
.text:000000000040081E mov eax, [rbp+var_34]
.text:0000000000460821 imul  eax, 6Csh
.text:0000000000400827 sub ecx, eax
.text:0000000000400829 mov eax, ecx

.text:0000000000400828 MoV
.text:000000000040082E cmp
.text:0000000000400832 ja
.text:0000000000400838 mov
.text:000000000040083B mov

[rbp+var_34], eax
[rbp+var_34], 5
def_400843

eax, [rbp+var_34]

rax, ds:jpt_400843[rax*s]

.text:0000000000400843 jmp rax

.text:0000000000400845 ;

.text:0000000000400845
.text:0000000000400845 loc_400845:

000007FF 00000000004007FF: get_flag:loc (Synchronized with Pseudocode-

é,flag.f:l:'.?l%ﬂﬁ

please input a lucky number

2

case 1:
puts("OK, it's flag:");
memset(&s, ©, Ox28u);

20 strcat((char *)&s, f1);

21 strcat((char *)&s, &F2);
printf("%s", (const char *)&s);
break;

case 2:
printf("Solar not like you");
break;

case 3:
printf("Solar want a girlfriend");
break;

case 4

= Bx7F666F6067756369LL;

=o;
strcat(&f2, (const char *)&s);

swit
jumy break;
case 5:
for (7 = @; n7 <= 7; +n7 )
swit
if (
*(&f2 +
; cobl el.

se
--%(8F2 + n7);

000007FF get_flag:15 (4007FF) (Synchronized with IDA View-RIP)

// "GXY{do_not_"

RDI 00007FFFFFFFD890 ¢l [stack]:
RBP ©8007FFFFFFFDAB ¢ [stack]:
RSP ©00O7FFFFFFFDA70 ¢ [stack]:00007FFFFFFFDA70
RIP 00000000004007FF ¢J get_flag:loc_4e@7FF

RS ©000000000000073 ¢

R 0000000000000000 ¢

R1006000000F FFFFFFF ¢

11 al

& Modules

Path Base Size

[&] /mnt/c/Users/zhang/desktop/ i1 luck_guy 0000000000400000 0000C
usr/1ib/x86_64-1inux-gnu/libe. 0. 6 00007FFFF7C00000 0000C
[vdso] 00007FFFFTFC3000 0000C
‘usr/1ib/x86_64-1inux-gnu/1d-1inux-x86-64. s0. 2 00007FFFFTFC5000 0000¢

= Threads

Decimal Hex State Name
[63489 1E9  Ready Wikl luck_gu

Looking for GNU DWARF file at "/usr/lib/debug/.build-id/38/f6b7066f73e3bUldca3ab5b6dal®5f8edf2ecs.debug”
OK, it's flag:
GXY{do_not_hate_me}emmm,you can't find flag 23333
emmm,you can't find flag 23333
OK,see you again

i 2025-11-09 14:05:59 [6] Closing connection from

fff£:172.24.u48.1. ..




