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api-ms-win-crt-process-11-1-0.dll

api-ms-win-crt-runtime-11-1-0.dll

api-ms-win-crt-stdio-11-1-0.dlI
api-ms-win-crt-string-11-1-0.dll
api-ms-win-crt-time-11-1-0.dll

api-ms-win-crt-utility-11-1-0.dII

w= base library.zip

libcrypto-3.dll

A

CHU=E
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N FERERAT
N FBREFFT =

N BERFT R
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NIRRT & 5,0

b

il

B main.pyc

2025/11/2417:42

Compiled Python Fi...

D pyi_rth_inspect

|| pyiboot01_bootstrap

D pyi-contents-directory _internal
[ pyimodO1_archive

0 pyimod02_importers

I pyimod03 ctypes

[ pyimod04 pywin32
python312.dll

2025/11/241:35
2025/11/24 1:35
2025/11/24 1:35
2025/11/24 1:35
2025/11/241:35
2025/11/24 1:35
2025/11/24 1:35
2025/11/24 1:35
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0020h
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0040h
0050h
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(venv) C:\Users\zhang\Desktop\pylingual-main>poetry run pylingual -o output
"C:\Users\zhang\Desktop\11ll.exe_extracted\main.pyc"
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The University of Texas at Dallas, Syssec
Lab
0.1.0 - https://pylingual.io

[18:18:55] INFO Loading
C:\Users\zhang\Desktop\111l.exe_extracted\main.pyc...
decompiler.py:dud

INFO Detected version as 3.12
decompiler.py:u52
INFO Loading models for 3.12...

models.py:95
C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-
packages\huggingface_hub\file_download.py:143: UserWarning:
‘huggingface_hub' cache-system uses symlinks by default to efficiently store
duplicated files but your machine does not
support them in C:\Users\zhang\.cache\huggingface\hub\models—-syssec-utd--
py312-pylingual-vl-segmenter. Caching files
will still work but in a degraded version that might require more space on
your disk. This warning can be disabled by
setting the ‘HF_HUB_DISABLE_SYMLINKS_WARNING' environment variable. For more
details, see
https://huggingface.co/docs/huggingface_hub/how-to-cache#tlimitations.
To support symlinks on Windows, you either need to activate Developer Mode or
to run Python as an administrator. In
order to activate developer mode, see this article:
https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-
for-development

warnings.warn(message)
Xet Storage is enabled for this repo, but the 'hf_xet' package is not
installed. Falling back to regular HTTP download.
For better performance, install the package with: ‘pip install
huggingface_hub[hf_xet]' or ‘pip install hf_xet"®
[18:19:01] WARNING Xet Storage is enabled for this repo, but the 'hf_xet'



package is not file_download.py:1719

installed. Falling back to regular HTTP download. For
better performance,

install the package with: ‘pip install
huggingface_hub[hf_xet]' or ‘pip

install hf_xet®
Error while downloading from
https://huggingface.co/syssec-utd/py312-pylingual-vl-
segmenter/resolve/main/model.safetensors:
HTTPSConnectionPool(host="'cas-bridge.xethub.hf.co', port=443): Read timed out.
Trying to resume download...

[18:20:13] WARNING Error while downloading from
file_download.py:508

https://huggingface.co/syssec-utd/py312-pylingual-vl-
segmenter/resolve/main/mod

el.safetensors: HTTPSConnectionPool(host="'cas-
bridge.xethub.hf.co', port=4u43):

Read timed out.

Trying to resume download...
C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-
packages\huggingface_hub\file_download.py:143: UserWarning:
‘huggingface_hub' cache-system uses symlinks by default to efficiently store
duplicated files but your machine does not
support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--
py312-pylingual-vl-tokenizer. Caching files
will still work but in a degraded version that might require more space on
your disk. This warning can be disabled by
setting the ‘HF_HUB_DISABLE_SYMLINKS_WARNING' environment variable. For more
details, see
https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.

To support symlinks on Windows, you either need to activate Developer Mode or
to run Python as an administrator. In
order to activate developer mode, see this article:
https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-
for-development

warnings.warn(message)
[18:20:43] WARNING Using CPU for models
models.py:125
C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-
packages\huggingface_hub\file_download.py:143: UserWarning:
‘huggingface_hub' cache-system uses symlinks by default to efficiently store
duplicated files but your machine does not
support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--
py312-pylingual-vl-statement. Caching files
will still work but in a degraded version that might require more space on
your disk. This warning can be disabled by



setting the ‘HF_HUB_DISABLE_SYMLINKS_WARNING' environment variable. For more
details, see
https://huggingface.co/docs/huggingface_hub/how-to-cache#tlimitations.
To support symlinks on Windows, you either need to activate Developer Mode or
to run Python as an administrator. In
order to activate developer mode, see this article:
https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-
for-development
warnings.warn(message)

Xet Storage is enabled for this repo, but the 'hf_xet' package is not
installed. Falling back to regular HTTP download.
For better performance, install the package with: ‘pip install
huggingface_hub[hf_xet]' or ‘pip install hf_xet"®
[18:20:49] WARNING Xet Storage is enabled for this repo, but the 'hf_xet'
package is not file_download.py:1719

installed. Falling back to regular HTTP download. For
better performance,

install the package with: ‘pip install
huggingface_hub[hf_xet]' or ‘pip

install hf_xet’
C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-
packages\huggingface_hub\file_download.py:143: UserWarning:
‘huggingface_hub' cache-system uses symlinks by default to efficiently store
duplicated files but your machine does not
support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd—-
py312-pylingual-vl-tok. Caching files will
still work but in a degraded version that might require more space on your
disk. This warning can be disabled by setting
the ‘HF_HUB_DISABLE_SYMLINKS_WARNING' environment variable. For more details,
see
https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.
To support symlinks on Windows, you either need to activate Developer Mode or
to run Python as an administrator. In
order to activate developer mode, see this article:
https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-
for-development

warnings.warn(message)

[18:21:49] INFO Decompiling pyc
C:\Users\zhang\Desktop\111l.exe_extracted\main.pyc to
decompiler.py:473

C:\Users\zhang\Desktop\pylingual-
main\output\decompiled_main.py

INFO Masking bytecode for main.pyc...
decompiler.py:204
INFO Segmenting bytecode for main.pyc...

decompiler.py:227



WARNING Asking to truncate to max_length but no maximum length is
provided tokenization_utils_base.py:2912
and the model has no predefined maximum length. Default to

no
truncation.

INFO Translating statements for main.pyc...
decompiler.py:293
[18:22:05] INFO Unmasking lines for main.pyc...
decompiler.py:217

INFO Reconstructing control flow for main.pyc...
decompiler.py:307

INFO Reconstructing source for main.pyc...
decompiler.py:326

INFO Checking decompilation for main.pyc...
decompiler.py:356

INFO Decompilation complete
decompiler.py:479

INFO 100.00% code object success rate
decompiler.py: 480

INFO Result saved to output\decompiled_main.py
decompiler.py:u83

Equivalence Results for main.pyc
I T T 1
| Code Object | Success | Message
I
1 1 L J
r T T 1
| <modutle> | Success | Equal

| <module>.verify | Success | Equal

| <module>.main | Success | Equal

(venv) C:\Users\zhang\Desktop\pylingual-main>



4,}ZE1R1E B, plAs i |

o EFKNEpy 2 decompiled main.py

def verify(o0000, len2, language2):
enc = [25, , , , , ,
for i in (len2 - 1):
00000[i] = ooeEB[i] ~ ocBEOO[i + 1]
00800. reverse()
for 1i in (len2 - 1):
00000[ii] = ooBEB[ii] ~ oGEEE[ii + 1]
For iii in (Len2):
00000[iii] ~= language2[iii % (lLanguage2)]
(Len2):
if 00000[iiii]!= enc[iiii]:
return False
return True
F main():
('ve
language =
= [1

if language

('goDoBo

('So,th3n???
00000 =
lenl = (00000)
languagel = [
00000 = [ (item) for item in 00000]
if verify(00008, lenl, languagel) is True:
('very goOoBod!!!')

else:

def decrypt(enc, language):
# Kl 5oy ASCIT H4
language_ascii = [ord(c) for c in language]
# enc MKE

len2 = len(enc)

# MIGEYILHT 00000
00000 = enc[:]
# XIEE R
for iiii in range(len2):
00000[iiii] "= language_ascii[iiii % len(language_ascii)]
# U T R ek




for ii in range(len2 - 2, -1, -1):
00000[ii] = 00000[ii] " 000EO[ii + 1]

# SO

00000.reverse()

# O R I ek

for i in range(len2 - 2, -1, -1):
00000[i] = 00000[i] "~ 00000[i + 1]

# M ASCII #NT7F

return ''.join(chr(c) for c in 00000)

# enc & X (HF#4D

enc = [25, 85, 88, 62, 105, 93, 110, 124, 1, 97, 46, 47, 75, 5, 116, u8, 2,
25]

# language & X

language = 'is_.py_not_py'

# R

decrypted = decrypt(enc, language)
print("Decrypted input:", decrypted)

= FEE
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Detect It Eas-y v3.10 [Windows 10 Version 2009] (x86_64) = O X
B =
> | |C:\Users\zhang\Desktop\#k T 3£\zhao.exe
; %ﬂ 1 7N — =
T R ——
PE64 v 40.34 KiB
=i FAIF =R i -l
Bah v LE 64 fir AMD64 =Hl g
~ PE64
Operation system: Windows(Server 2003)[AMD64, 64 i, | ] s 7
Linker: GNU Linker Id (GNU Binutils)(2.30)[#£ %] & 64,console] s ?
Compiler: MinGW s 7
Language: C/C++ S ?
Packer: UPX(3.91+)[modified] S ?
(Heur)Packer: Packer detected[EntryPoint + Imports like UPX (v3.91+) + Sections collision ("AP... S ?
v [ih0: Binary
S A s 7
RiER
gy
gy | Vimeak VI EEES V] Akam v =T
Bk
Hx A& AR 2RA > 252 = B

2,upxEFidiE, BT, R T

Microsoft Windows [ki4~ 10.0.26100.7171]

f (c) Microsoft Corporation, {REFrHENF.,

E C:\Users\zhang>upx-"C:\Users\zhang\Desktop\3% I & \zhao . exe"
N B, BREXSHIEEFIER.

¥ C:\Users\zhang>cd C:\Users\zhang\Desktop\# Wi $;

C:\Users\zhang\Desktop\#% Iff #; >upx -d zhao.exe

File size Ratio Format

Unpacked 0 files.

C:\Users\zhang\Desktop\#; I >

BT 101 BB X BIRS AL RARBE R upxF= ARE LR A Zapk, 3[BT upx



& 010 Editor - C:\Users\zhang\Desktop\EBi\zhao.exe*

ME)  fWIEE) BERO MENV B0 HAO #®Ee EERO mEEP TERO) BOW) &
D D @ B ‘% D' [>- Hex

FCIRTR zhao.exe* x

0150h FO AD 01 00 28 00 00 00 00 00 00 00 00 00 00 00 &-..(eveeveunnn.
0160h 00 00 00 00 OO 00 00 00 00 00 00 00 00 00 00 00 ........ovvnuen.
0170h 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......euoueennn-.
0180h 00 00 00 00 00 00 00 00 50 30 00 00 00 OO ........ PXO0....
0190h 00 70 01 00 00 10 00 00 00 00 00 00 00 02 00 00 .pP.veeveeuennnn.
0TAOh 00 00 00 00 OO 00 00 00 00 00 00 OO 80 00 00 EO ............ €..a
01B0h 50 31 00 00 00 00 00 30 00 00 00 80 01 00 UPX1..... 0...€..
01COh 00 30 00 00 00 02 00 00 00 00 00 00 00 00 00 00 .0..............
01D0h 00 00 00 00 40 00 00 EO 50 32 00 00 00 00 ....@..aUPX2....
0TEOh 00 10 00 00 00 BO 01 00 00 02 00 00 00 32 00 00 ..... ®5o0coooc 2..
01FOh 00 00 00 00 00 00 00 00 00 OO 0O 00 40 00 00 CO ............ @..A
0200h 33 2E 39 36 00 50 21 0D 24 02 08 92 7D 52 3.96.UPX!.$.."}R
0210h E5 76 F1 D3 28 63 86 01 00 6F 2B 00 00 5F D7 00 &vAO(ct..o+.._x.
0220h 00 49 02 00 10 FB FF 6E FF C3 OF 1F 44 00 00 66 .I...GynyA..D..f
0230h 2E 06 84 00 00 48 83 EC 28 48 8B 05 85 34 0A C9 ..,..Hfi(H¢..4.E
0240h CC F6 7E 31 D2 C7 00 01 12 OFE 86 OC DD 03 39 90 16~10C....t.Y.9.
0250h 89 4C 2F 33 4A 81 FF F2 A6 FB 38 4D 5A 74 58 1A %L/3J.yo6|08MZtX.
0260h 21 89 15 A3 5F 8B 00 85 CO 74 35 B9 E6 F6 DC BA !%.f_<..At5'a5U°
0270h 02 25 E8 04 1C 0C 7C 2F 15 BF FD CB 6E F7 8B 12 .%e...|/.;yEn+<.
0280h 89 10 OF 07 8C 31 9F 32 83 38 01 74 5A 31 CO 6D %...E1Y2f8.tZ1Am
0290h OF BB BB 87 C4 28 9B 00 B9 01 34 EB C9 OF 40 ED .»»iA(>.'.48E.@1
02A0h  6F B7 BF 65 63 48 3C 48 01 C8 64 50 45 17 75 99 o0-;ecH<H.EdPE.u™

N2?RNh NC R7 A9 19 71 Nh NhC 7C N Ca nR 22 20 Nn& N7 78 .U AVR (4 20 1

4, XTI T

55135 <- 41311 74.93% win6él/pe zhao.exe

Unpacked 1 file.

, C:\Users\zhang\Desktop\#; Ifi £ >

5,70 — T, :ZHERE R



Instruction Data Unexplored External symbol [l Lumina function

O & x IDA View-A [ B Pseudocode-F B B Pseudocode—E B B Pseudocode-D E @ Pseudocode—C B B Pseudocor
Seg o _—
Ctes : znt __fastcall main(int argc, const char **argv, const char **envp)
e 4 _BYTE input[32]; // [rsp+20h] [rbp-606h] BYREF
S 5 int v5; // [rsp+48h] [rbp-4@h]
Stes 6 char v6; // [rsp+44h] [rbp-3Ch]
- tes 7 int n35; // [rsp+4Ch] [rbp-34h]
. te: 8
'tzi ® 9 _main(*(_QWORD *)&argc, argv, envp);
" ter ® 16 memset(input, @, sizeof(input));
s ®ll v5=26;
. tes ®12 v6 = 8;
. ter e 13 printf("Input your flag:");
- ter ® 14  scanf("%s", input);
- ter ® 15 for ( n35 = @; n35 <= 35; ++n35 )
.11;:e>. 16 {
e | e17 if ( input[n35] <= '@" || input[n35] > 'Z" )
.tes 18 {
L tes ® 19 if ( input[n35] > ' ' && input[n35] <= 'z' )
- tes ® 20 input[n35] -= 32;
. tes 21 }
'iz 22 else
_te 23
e ® 24 input[n3s5] += 32;
. tes 25
. ter ® 26 input[n35] ~= "9';
. tes 27 }
- ter e 28 if ( !memcmp(&unk_4e04@, input, '%"') )
':gi ® 29 printf("Right,Cracker!!!");
“tes 36 else
tes e 31 printf("Sorry,Try Again!");
Ltes e 32 return @;
. tes ® 33}
Tes

6B X E H1ZREN40040X BEME X R KN flag R I, AxE— T EAIMEE —MREIX5 | BHE
BT FRURS —EEX AR Kflaghy

ISCTF{gooD!!1SO_yOU_FIND_1t_M@IN!!@}



( [n35] > "°" && [n35] <= '2" )
[ ] =22
] xrefs to _unk_40040 O X
Direct Typ Address Text
[n35] += 3 TR rcx, unk 40040; p_ unk 40040

: o main+FC lea rex, _unk_40040: Bufl

[n35] "= 9!

tememp (&unk_4l

:f("Right, Craw“nE1 of 2

" 0K I Cancel Search Help
F(USorry, TrY s

e;

=,mips

N SHXHRINE XM FTF FERInuxE T TREBIBMEMESIATHITHIMIPS ELF X
14:

7= ek@EmptyKing: /mnt/c/Users, X + -

Setting up cpp-12-mips-linux—-gnu (12.4.0-2ubuntul~24.0Ucross8) ...
Setting up libc6-dev-mips—cross (2.39-Oubuntu8cross2) ...
Setting up libgcc-sl-mips—cross (14.2.0-4ubuntu2~24.04crossl) ...
Setting up libgompl-mips-cross (14.2.0-Hubuntu2~24.0Udcrossl) ...
Setting up libatomicl-mips-cross (14.2.0-dubuntu2~24.0Ucrossl) ...
Setting up cpp-mips-linux—gnu (4:12.2.0-4) ...
Setting up libgcc-12-dev-mips—-cross (12.4.0-2ubuntul~24.0Ucross8)
Setting up gcc-12-mips-linux-gnu (12.4.0-2ubuntul~24.04cross8) ...
Setting up gcc-mips-linux—gnu (4:12.2.0-4) ...
Processing trlggers for man-db (2.12.0-4build2) ...

$ mips-linux-gnu-as —-version
mips—linux—gnu—gcc ——version
GNU assembler (GNU Binutils for Ubuntu) 2.42
Copyright (C) 2024 Free Software Foundation, Inc.
This program is free software; you may redistribute it under the terms of
the GNU General Public License version 3 or later.
This program has absolutely no warranty.
This assembler was configured for a target of 'mips-linux-gnu'.
mips-linux-gnu-gcc (Ubuntu 12.4.0-2ubuntul~24.04) 12.4.0
Copyright (C) 2022 Free Software Foundation, Inc.
This is free software; see the source for copying conditions. There is NO
warranty; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

$ cd /mnt/c/Users/zhang/Desktop/MIPS/
$ 1s

$ mips-linux-gnu-as -32 -march=mips32r2 MIPS.s —o MIPS.o
$ mips-linux-gnu-gcc MIPS.o -o MIPS
$ mips-linux-gnu-gcc MIPS.o -o MIPS
$

2,
’4,re6
1,E—TF7, A Mupx, BR T EF5h



