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张程思

1,py不好，会被ban

1,一看是py打包的exe文件,我先用pyinstxtractor解包exe
找到main文件(这里的截图是我已经修改好了,最开始没有pyc后缀)

2,用010打开这个文件发现文件头不是py3.12的标准头,添加一行字节就行(最上面那一行)



3,这个我一开始用的pyc反编译的在线网站做的,但是编译不出来,我自己又下了个专业的叫
pylingual,安装好环境试了一下就成功了

(venv) C:\Users\zhang\Desktop\pylingual-main>poetry run pylingual -o output

"C:\Users\zhang\Desktop\111.exe_extracted\main.pyc"
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──────────────────────────────────────────
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──────────────────────────────────────────────────────────────────────────────

──────────────────────────────────────────

[18:18:55] INFO     Loading

C:\Users\zhang\Desktop\111.exe_extracted\main.pyc...

decompiler.py:444

INFO     Detected version as 3.12

decompiler.py:452

INFO     Loading models for 3.12...

models.py:95

C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-

packages\huggingface_hub\file_download.py:143: UserWarning:

`huggingface_hub` cache-system uses symlinks by default to efficiently store

duplicated files but your machine does not

support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--

py312-pylingual-v1-segmenter. Caching files

will still work but in a degraded version that might require more space on

your disk. This warning can be disabled by

setting the `HF_HUB_DISABLE_SYMLINKS_WARNING` environment variable. For more

details, see

https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.

To support symlinks on Windows, you either need to activate Developer Mode or

to run Python as an administrator. In

order to activate developer mode, see this article:

https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-

for-development

warnings.warn(message)

Xet Storage is enabled for this repo, but the 'hf_xet' package is not

installed. Falling back to regular HTTP download.

For better performance, install the package with: `pip install

huggingface_hub[hf_xet]` or `pip install hf_xet`

[18:19:01] WARNING  Xet Storage is enabled for this repo, but the 'hf_xet'



package is not          file_download.py:1719

installed. Falling back to regular HTTP download. For

better performance,

install the package with: `pip install

huggingface_hub[hf_xet]` or `pip

install hf_xet`

Error while downloading from

https://huggingface.co/syssec-utd/py312-pylingual-v1-

segmenter/resolve/main/model.safetensors:

HTTPSConnectionPool(host='cas-bridge.xethub.hf.co', port=443): Read timed out.

Trying to resume download...

[18:20:13] WARNING  Error while downloading from

file_download.py:508

https://huggingface.co/syssec-utd/py312-pylingual-v1-

segmenter/resolve/main/mod

el.safetensors: HTTPSConnectionPool(host='cas-

bridge.xethub.hf.co', port=443):

Read timed out.

Trying to resume download...

C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-

packages\huggingface_hub\file_download.py:143: UserWarning:

`huggingface_hub` cache-system uses symlinks by default to efficiently store

duplicated files but your machine does not

support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--

py312-pylingual-v1-tokenizer. Caching files

will still work but in a degraded version that might require more space on

your disk. This warning can be disabled by

setting the `HF_HUB_DISABLE_SYMLINKS_WARNING` environment variable. For more

details, see

https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.

To support symlinks on Windows, you either need to activate Developer Mode or

to run Python as an administrator. In

order to activate developer mode, see this article:

https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-

for-development

warnings.warn(message)

[18:20:43] WARNING  Using CPU for models

models.py:125

C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-

packages\huggingface_hub\file_download.py:143: UserWarning:

`huggingface_hub` cache-system uses symlinks by default to efficiently store

duplicated files but your machine does not

support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--

py312-pylingual-v1-statement. Caching files

will still work but in a degraded version that might require more space on

your disk. This warning can be disabled by



setting the `HF_HUB_DISABLE_SYMLINKS_WARNING` environment variable. For more

details, see

https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.

To support symlinks on Windows, you either need to activate Developer Mode or

to run Python as an administrator. In

order to activate developer mode, see this article:

https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-

for-development

warnings.warn(message)

Xet Storage is enabled for this repo, but the 'hf_xet' package is not

installed. Falling back to regular HTTP download.

For better performance, install the package with: `pip install

huggingface_hub[hf_xet]` or `pip install hf_xet`

[18:20:49] WARNING  Xet Storage is enabled for this repo, but the 'hf_xet'

package is not          file_download.py:1719

installed. Falling back to regular HTTP download. For

better performance,

install the package with: `pip install

huggingface_hub[hf_xet]` or `pip

install hf_xet`

C:\Users\zhang\Desktop\pylingual-main\venv\Lib\site-

packages\huggingface_hub\file_download.py:143: UserWarning:

`huggingface_hub` cache-system uses symlinks by default to efficiently store

duplicated files but your machine does not

support them in C:\Users\zhang\.cache\huggingface\hub\models--syssec-utd--

py312-pylingual-v1-tok. Caching files will

still work but in a degraded version that might require more space on your

disk. This warning can be disabled by setting

the `HF_HUB_DISABLE_SYMLINKS_WARNING` environment variable. For more details,

see

https://huggingface.co/docs/huggingface_hub/how-to-cache#limitations.

To support symlinks on Windows, you either need to activate Developer Mode or

to run Python as an administrator. In

order to activate developer mode, see this article:

https://docs.microsoft.com/en-us/windows/apps/get-started/enable-your-device-

for-development

warnings.warn(message)

[18:21:49] INFO     Decompiling pyc

C:\Users\zhang\Desktop\111.exe_extracted\main.pyc to

decompiler.py:473

C:\Users\zhang\Desktop\pylingual-

main\output\decompiled_main.py

INFO     Masking bytecode for main.pyc...

decompiler.py:204

INFO     Segmenting bytecode for main.pyc...

decompiler.py:227



WARNING  Asking to truncate to max_length but no maximum length is

provided   tokenization_utils_base.py:2912

and the model has no predefined maximum length. Default to

no

truncation.

INFO     Translating statements for main.pyc...

decompiler.py:293

[18:22:05] INFO     Unmasking lines for main.pyc...

decompiler.py:217

INFO     Reconstructing control flow for main.pyc...

decompiler.py:307

INFO     Reconstructing source for main.pyc...

decompiler.py:326

INFO     Checking decompilation for main.pyc...

decompiler.py:356

INFO     Decompilation complete

decompiler.py:479

INFO     100.00% code object success rate

decompiler.py:480

INFO     Result saved to output\decompiled_main.py

decompiler.py:483

Equivalence Results for main.pyc

┏━━━━━━━━━━━━━━━━━┳━━━━━━━━━┳━━━━━━━━━┓

┃ Code Object     ┃ Success ┃ Message

┃

┡━━━━━━━━━━━━━━━━━╇━━━━━━━━━╇━━━━━━━━━┩

│ <module>        │ Success │ Equal

│

│ <module>.verify │ Success │ Equal

│

│ <module>.main   │ Success │ Equal

│

└─────────────────┴─────────┴─────────┘

──────────────────────────────────────────────────────────────────────────────

──────────────────────────────────────────

(venv) C:\Users\zhang\Desktop\pylingual-main>



4,逻辑很简单,脚本也附上

def decrypt(enc, language):

# 将语言转为 ASCII 数组

language_ascii = [ord(c) for c in language]

# enc 的长度

len2 = len(enc)

# 构造初始的 o0000

o0000 = enc[:]

# 反向语言异或

for iiii in range(len2):

o0000[iiii] ^= language_ascii[iiii % len(language_ascii)]

# 二次遍历异或



二,找啊找

for ii in range(len2 - 2, -1, -1):

o0000[ii] = o0000[ii] ^ o0000[ii + 1]

# 反转数组

o0000.reverse()

# 再次二次遍历异或

for i in range(len2 - 2, -1, -1):

o0000[i] = o0000[i] ^ o0000[i + 1]

# 将 ASCII 转为字符

return ''.join(chr(c) for c in o0000)

# enc 定义（目标数组）

enc = [25, 85, 88, 62, 105, 93, 110, 124, 1, 97, 46, 47, 75, 5, 116, 48, 2,

25]

# language 定义

language = 'is_.py_not_py'

# 解密

decrypted = decrypt(enc, language)

print("Decrypted input:", decrypted)



1,die查看发现有壳

2,upx去壳试试,妈的,失败了

3,打开101看看关键标志位,果然是魔改upx壳,标志位原本是apk,我改回了upx



4,这样就成功了

5,分析一下,逻辑很简单



6,但是这里直接提取40040这里的密文解出来的flag不对,点x看一下发现被另一个函数交叉引用篡
改了,所以用另一套密文,解出来flag为

ISCTF{gooD!!1SO_yOU_F1ND_1t_M@IN!!@}



三,mips

1,这个.s的文件格式第一次做,学了学,需要在linux里下工具包把他生成真实可执行的MIPS ELF 文
件

2,

四,re6

1,查一下壳,发现upx,但是无法手动


